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Abstract: The present research turns out to be a theoretical study with methodological and 

applied accents in the field of educational sciences, as also the professional training of 

future ICT specialists. The author discusses the problem of educational fraud, examining 

the phenomenon from a notional, social perspective through the analysis of specialized 

literature related to the announced topic, here several areas are outlined that intersect and 

influence each other, such as: (A). educational fraud, cheating, plagiarism, but also (B). the 

solutions - didactic and technological - are analyzed and proposed for use in order to 

prevent, reduce, potentially and eliminate the phenomenon of fraud from educational 

practice, especially from the didactic context of the university environment. 
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1. Introduction 

Periodically, teachers who interact with their students at various stages of 

schooling and / or professionalization are faced with evidence of fraud acts able to 

attest the presence and / or quality of skills possessed by students who intend to 

confirm and / or certify certain knowledge, abilities corresponding to a given field 

of study (thematic and / or professional area, academic subjects, study program, 

etc.) and / or a qualification level.  

Probably, there are no such types of teachers (primary and / or high schools’ 

teachers; university teaching staff, beginning with mentors, assistants, and 

lecturers, until the holders of the most notorious scientific and didactical titles in 

the academy) who have not encountered at least once the phenomenon of fraud and 

cheating behavior among students.  

The purpose of this article is to describe the possibilities of anti-fraud 

protection through the lens of the analysis of the fraud phenomenon in the 

assessing process of the skills acquired by the learner during his studies and also to 

inform the didactic and scientific community about the set of technological tools 

capable to ensure the protection against educational fraud. 
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didactic aspects not only in the context to ensure anti-fraud protection during 

assessments of learning outcomes. We believe that the described technological 

solutions also have the potential to increase the quality of the learner's acquisition 

of the assimilated material. Also, these may aid the student to produce in more 

depth reflections (exposed within the assessment activities), by creating an 

appropriate individual psychological and emotional comfort.  

Using the solutions listed above, the teacher will not have to be the guardian 

of the assessed student, and the student could be sure that the inviolability of his 

identity will be respected; and the answers given by him during the evaluation will 

be measured and quantified in an impartial and standardized way (it means the 

same evaluation criteria will be applied as for his other colleagues during the 

assessment of learning outcomes). 

4. Conclusions 

The experience of combining several digital tools, such as those described in 

this article - of authentication applications that eliminate the possibility of 

unauthorized access to certain educational contents and/or Web locations with 

the use of Kiosk mode, including in the Moodle system - substantially reduces, and 

in some places, it even eliminates situations of fraud in the assessment of the 

learning objectives.  

It is worth mentioning that such practices are implemented at the Technical 

University of Moldova. In particular, the accessing method of the available online 

several institutional microservices is achieved through double authentication (2FA) 

for all categories of users, from students and teaching staff to employees of the 

auxiliary, non-teaching staff, and also the administrative staff. 

As for the use of the Kiosk mode, usually, it is personally configured by the 

teacher and/or Moodle course creator, as well as used for periodic, current, and/or 

final assessment activities that can be organized both online and in mixed - these 

are the facts that happen. 
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