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REZUMAT

Proiectul de diploma are 44 de pagini si reprezintd un studiu amplu care vizeazd imbunatatirea
securitatii cibernetice pentru intreprinderile mici si mijlocii si organizarea proceselor de afaceri continue
pe exemplul intreprinderii "Rezonanta S.A.". Obiectivul principal al lucrarii este de a studia in detaliu
abordarile teoretice si metodologice ale organizarii securitdtii informationale si de a elabora recomandari
specifice pentru optimizarea proceselor-cheie, ceea ce contribuie la imbunatatirea sistemului de
management la Intreprinderea selectata.

Lucrarea acopera o gama larga de modele de securitate informatica si cibernetica, de la fundamente
teoretice la exemple practice de aplicare a acestora.

Primul capitol al lucrarii prezintd principalele aspecte teoretice si metodologice ale organizarii
IMM-urilor si trece in revistd standardul de securitate a informatiilor ISO/IEC 27001.

Al doilea capitol include o defalcare a principalelor modele, precum si studiul principiilor si
abordarilor moderne de securitate cibernetica.

Al treilea capitol contine partea analiticd a lucrarii, In care sunt studiate si descrise principiile de
aparare, amenintarile web si tehnologiile de protectie a informatiilor.

Cel de-al patrulea capitol examineaza amenintarile moderne la adresa securitatii informatiilor si
metodele de apdrare impotriva acestor amenintari.

Al cincilea capitol include o prezentare general a sistemului de operare Linux si a aplicarii acestui
sistem pentru testarea penetrarii.

Capitolul sase analizeaza aplicarea inteligentei artificiale in domeniul securitatii cibernetice.

Concluzia acestui proiect oferd sugestii pentru imbunatatirea securitatii cibernetice si a eficientei

pentru intreprinderile mici si mijlocii.

Lista surselor utilizate totalizeaza 13 titluri, ceea ce indicd o abordare profundd si cuprinzitoare a
subiectului studiat.



ABSTRACT

The diploma project is written on 44 pages and is a comprehensive study aimed at improving
cybersecurity for small and medium-sized businesses and the organization of continuous business processes
on the example of the enterprise "Rezonanta S.A.". The main purpose of the work is to study in detail the
theoretical and methodological approaches to the organization of information security and to develop
specific recommendations to optimize key processes, which contributes to the improvement of the

management system at the selected enterprise.
The work covers a wide range of information and cyber security models, ranging from theoretical
foundations to practical examples of their application.

The first chapter of the paper presents the main theoretical and methodological aspects of the SME
organization  and reviews  the  information  security  standard ISO/IEC ~ 27001.
The second chapter includes the analysis of the main models, as well as the study of modern cybersecurity
principles and approaches.

The third chapter contains the analytical part of the work, in which there is a study and description
of the principles of protection, web threats and information protection technologies.
The fourth chapter reviews modern threats to information security and methods of defense against these
threats.

The fifth chapter includes a review of the Linux operating system and the use of this system for
penetration testing.

Chapter six  discusses the application of artificial intelligence in  cybersecurity.
The conclusion of this project provides suggestions for improving cybersecurity and efficiency for small
and medium-sized businesses.

The list of sources used includes 13 titles, which indicates an in-depth and comprehensive approach to the
topic under study.



AHHOTALMS

JunnoMHBI TPOEKT HamucaH Ha 44 CTpaHUIAX W MOPEACTaBIseT co00i KOMILIEKCHOE
UCCIIeIOBaHKe, HAIIPABJIEHHOE Ha YCOBEPILIEHCTBOBAHUE KNOEPOE30MacHOCTH [ MPEANPUATUN MAJIOTo U
cpeaHero Ou3HEcCa W OPraHM3alUM HEMPEPHIBHBIX OW3HEC-TPOIIECCOB HAa NpUMEpE MPEeNNpUsTUS
"Rezonanta S.A.". OcHOBHas 1elb pabOTHl 3aKIIOYACTCA B JACTAIBHOM HM3YYCHHH TCOPETHUYECKUX U
METOAMYECKUX TOAXOJ0B K OpraHu3anuu WH(GOPMAIMOHHON 0E30MacHOCTH M Pa3paboTKe KOHKPETHBIX
pEeKOMEHIalUN [ ONTHUMM3AIMHM KIIOYEBBIX IPOILIECCOB, YTO CIIOCOOCTBYET YIYUIICHHIO CHCTEMBI
yIpaBJICHUs HA BEIOPAHHOM MPEIIPUSTHH.

PabGora oxBaTbIBaeT IMIMPOKUN CHEKTp Mojeneld HHPOpMALMOHHOW M Kubep 0Oe30macHOCTH,
HA4YMHAsl OT TEOPETUYECKUX OCHOB U 3aKaHUMBasl IPAKTUUYECKUMHU IIPUMEPAMU UX IPUMEHEHUS.

B mepBoM riaBe NOKyMEHTa MpEACTaBICHbl OCHOBHBIE TEOPETHUYECKHME M METOJIWYECKHE AaCIIEKThI
OpraHM3ali Majioro M cpeaHero Ou3Heca, a TakKXKe pacCMOTPEH CTaHAapT HH(POpPMaMOHHON
6e3omacuoctu ISO/IEC 27001.

Bropas riaBa BkitouaeT pa30op OCHOBHBIX MOJIENEH, a TAK)KE U3yUYEHUE COBPEMEHHBIX IIPUHIIUIIOB
Y TIOAXO00B KHOEpOE30MMacHOCTH.

TpeTbst rmaBa COAEPKUT AaHATTUTHUYECKYIO YacTh Pa0OTHI, B KOTOPOI MPOUCXOAUT M3yYCHHE U ONHCAHUE
MIPUHIIMIIOB 3aIUTHI, BEO yrpo3 M TEXHOJOTUH 3alIUThl HHPOPMAIIHIH.

B derBepTOii I1aBe paccMOTpPEHbl COBPEMEHHBIE YIpo3bl MH(POPMAIMOHHON OE€30MAaCHOCTH U METO[IbI
3alUTHI OT JAHHBIX YTPO3.

[TsTast TmaBa BKIFOYaET 0030p ONEpalMOHHON CUCTeMBI LinuxX ¥ MpuMeHEeHne JaHHOW CUCTEMBI JJIs
TECTUPOBAHUS HA IPOHUKHOBEHHUE.

B mectoii rmaBe paccMaTpuBaeTcs MIPUMEHEHHE UCKYCCTBEHHOTO UHTEIEKTa B KHOEpOE30IMacHOCTH.
B 3akioueHuM aHHOTO MPOEKTa MPEACTAaBJICHbI MPEIOKEHUS ISl TIOBBIIIEHUS KUOepOEe30MacHOCTH U
3G GEKTUBHOCTH [T IPEANPUATHI MAIoro U CpeHero Ou3Heca.

CIucoK MCIONb30BAHHBIX HCTOYHHKOB HACUMTHIBaeT 13 HaMMEHOBAHMIA, YTO CBUACTEIBCTBYET O

FHY6OKOM 1 BCCCTOPOHHEM IMOAXOAC K H3y‘laeM0fI TEMC.
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BBEJIEHUE
B coBpemMeHHOM MUpe KOPHOPATHUBHBIEC JaHHBIC, SABISIOTCS OJHUM M3 OCHOBHBIX aKTHBOB JIFO0OM
komnanuu. OOecrieueHne WHOOPMAIMOHHONH OE30MACHOCTH CTal0 IMPUOPUTETHBIM H HEOOXOIAUMBIM
YCIIOBHEM Il HOPMAJIBHOTO (PYHKIIMOHUPOBAHUS KOMIIAHHH Pa3HOTO YPOBHS. 3alllMTa KOPHIOPATUBHBIX
JaHHBIX y)KE CErOJIHsI, CTAHOBUTCSI OCHOBHBIM YCIIOBHEM JUTS HAICKHOU U CTaOMIBHON paboThl OnusHeca. B
3TON paboTe s pacCMOTPIO OCHOBHBIE HMHCTPYMEHTHI M CpEACTBA Ul obecreueHus Oe301macHOCTH
KOPIIOPaTUBHBIX HHPOPMAIIIOHHBIX CHCTEM.

[IpyunuMas BO BHHMMAaHHE OCHOBHBIC II€JIM JaHHOM pabOThI, BaXXHO OTMETUTh, YTO 3allUTa
KOPIOPAaTUBHBIX JIaHHBIX OCOOCHHO aKTyalleHa Ui MPEANPUATHN KaK C MPOCTOHM, TaK U CO CIOKHOM
Pa3BETBJICHHON CTPYKTYpOH, BaXXHO OTMETHTh YTO K IMOAOOHBIM OpraHu3alusM Majoro, CpPeIHEero u
KpYIHOT0 OM3HEca OTHOCSTCS HE TOJIBKO MPEANPHUITHS CETEBON TOPTOBIIH, TPOU3BOJICTBEHHBIE KOMILIEKCHI
u OaHku. Ba)kHO OTMETUTBH, 9TO MacIITaObl OpraHU3aIliu He UMCIOT 3HaueHUs. [10/1 yrpo30ii Oka3bpIBatOTCS
KOMITaHUU JIF00OT0 YPOBHSL.

Ceiiuac Oosnbllas 4acTb OM3HEC-TIPOLIECCOB MPOUCXOAST C MOMOINBIO TIo0anbHOW ceTu. s
KKJOW OpraHu3aliii BKHO HAJTHYUE IPOAYMAaHHOW TPAMOTHOM cTpaTeruu o0ecreueHrs 0€301acHOCTH,
CHOCOOHOM MPeOTBPATUTh YTEUKY KOH(MUICHIIMATBHBIX CBEACHUN U (PMHAHCOBON MH(pOPMAIIH.

be3ycioBHO, cerogHsi KOpIOpaTUBHBIE JaHHBIE — ATO OJUH U3 CaMBIX IIEHHBIX aKTUBOB JIFOOOI
koMranuu. OHU BKIIOYAIOT B ceOs (UHAHCOBBIC OTYETHI, KOH(DHICHIIMAIBHYIO HHPOPMAIIHIO,
[IEPCOHAJIbHBIE JIAHHBIE COTPYJHHMKOB M KIHMEHTOB, KOMMEPYECKME TaWHbl W MHOIOE JPYyroe.
HecankumoHupoBaHHbINM JTOCTYI K 3TUM JaHHBIM MOKET IIPUBECTH K CEPbE3HBIM MMOCIEICTBUSAM, BKIIOYAS
yTeuku uHopmarmu, GruHaHCOBBIC TOTEPH, YTPATY JOBEPHUS KIIMEHTOB U HapyIIEHUE 3aKOHOAATEIbCTBA.
[TosTOoMy 3amuTa KOPIMOPATUBHBIX JAHHBIX — 3TO OJIMH U3 OCHOBHBIX MPUOPUTETOB JFO00I KOMIIAaHUH.
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