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Abstract — this article will describe how to easily develop a efficient encryption algorithm that is obtained by combination
of simple encryption methods. This Combination will protect encrypted data from being analyzed semantically.

Introduction

Cryptography is the art and science of secret writing. The
term is derived from the Greek language

e krytos - secret

e  graphos - writing

Encryption is the actual process of applying cryptography.
Much of cryptography is math oriented and uses patterns
and algorithms to encrypt messages, text, words, signals
and other forms of communication.

Cryptography has many uses, especially in the areas of
espionage, intelligence and military operations. Today,
many security systems and companies use cryptography to
transfer information over the Internet or radio for fears of
interception. Some of this encryption is highly advanced,
however even simple encryption techniques can help
uphold the privacy of any everyday person.

The term cryptography also meant the breaking of
encrypted messages until the early 1920s, when the
concept of Cryptanalysis began being used and is now
practically an art and science all on its own.

The two main areas of cryptography are Cipher and Code.

Developing the algorithm

My work course was to develop a program that can
encrypt and decrypt data using keys, to develop such a
program I set some objectives:

e encryption key must be inputed from user, and

should be any combination of characters/symbols.

e For 2 different keys the program must generate 2
different sets of data.

e Data decrypted with a wrong key must not be
similar to data encrypted with correct key.

427

e The encrypted data must not be analogical to
original data in sense of semantic analysis.

Usually the XOR operation is used to encrypt the data.
This is an extremely insecure algorithm but despite this it
is relatively widely used.

I decided to use a Vigenere type cipher algorithm. It is
often used for low-security applications. The first byte of
the file is encrypted with the first character of the
password, the second byte with the second character, and
so on. If all the characters of the password have been used,
the next byte of the file is encrypted with the first character
again.

To encrypt the byte with the character typically the XOR
operation is used. This operation has the property that if
you apply it twice with the same character, you get the
original byte back. This makes it extremely easy to
implement encryption and decryption.

The Vigenere algorithm is very insecure. Encrypted data
can be easily analyzed semantically.

With many types of files, the first few bytes are always the
same so

that the operating system can tell what type of file it is.
GIF images for

example start with "GIF87" and Word documents start
with "MSW". This is very

convenient for breaking the code, since we know a part of
original data.

Additionally, passwords often consist of letters in all lower
case and so do many files that are encrypted this way
(because they are text documents). This results in patterns
that are easily recognizable in the encrypted file.

So, to add some security to my algorithm, I added bit
shifting to it. A part of encrypted byte will be shifted to
next byte that will be encrypted. Thanks to that, a part of
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all data will be encrypted twice, since it's being shifted
before encryption.

The amount of shifted bits must be dynamic and must be
generated by the key.

So all the algorithm can be summarized to the following 2
steps:

1. Put shifted bits from previous byte
in CurrentByte and shift CurrentByte
and memorize the lost part ( it will be
put in the beginning of next byte)

2. CurrentByte XOR ( Key[index] OR
KeyChecksum)

At this moment the algorithm is done, next step is
implementation, which is not so difficult.
Algorithm visualization

I will schematically visualize how the chosen encryption
method works on a byte from the original data.

Current Current Key Lost bits  Resulting
byte key Checksum byte
Initial data

10011011 11100101 00110010 01000000 none
Stage 1

01100110 ' 1100101 00110010 | 11000000 'none
Stage 2

01100110 1100101 00110010 | 11000000 10011001

Cryptographic analysis

Here is how encrypted data behave in different situations:
Initial data:
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File Edit Format View Help

fto switch from some language that you already know and are -

ﬁ:roduct'ive with to a new language in which you're going to be
ess Eroduct'lve for a while, until you get the hang of it?

It’'s because you've become convinced that you're going to get |_
big gains by using this new tool. 3

Productivity, in computer programming terms, means that fewer
Eeop]e can make much more complex and impressive programs in
ess time. There are certainly other issues when it comes to
choosing a Tanguage, such as efficiencx (does the nature of
the language cause slowdown and code bloat?), safety (does the
Tlanguage help ﬁou ensure that your ﬁrogram will always do what
you plan, and handle errors gracefully?), and maintenance
(does the 1angua§e help you create code that is easy to
understand, modify, and extend?). These are certainly
important factors that will be examined in this book

Fig. 1: original data

The following file is the result of encryption of original
data with the key “conference”:

JoutoNotepad i S w
Eile Edit Feormat View Help
IUJE?Ba#ykJYY”k?"Bcﬂyanmcha"CSKA,ﬁFBl ~
#Cr@«<BBIMKcBIKIJarka¥ TACBBITNY , EENYBKIKyJA+B#bc!
rrrKBekABBCBkag 'IrkcB, BHYBKI#bcaVnay, r I I BbcnIirncng " yb#jnve!
BB+&, ! NIFAKE" " CIBC, JIB#KBIH« | A} <IN AIKARBASBINI#CY "INy
, ayBIINYBCrnae ! irkeB , BHYBKIFINT, rKCCBBAl
renY6BeIKabB6NBca< Vel Jnoons%:y "IACEBITA
JkBBkCB"BYBca<YAR#[ TBBbEC«VCBEBRKBIr ,IVEr6KIr#Enarbh ! yrr
,«BCBINyarBkeb! rniy,bc nibckb,66rak " rnyay#! rbi«b, «eCab+¥YBBIK
+EBPGrkcr#Krim#eBbans! "Ci< brircanABrekbBEKrByraryen
Ty yyAYBC<rnB#bc ! IrrIKBBrBACrrcbcBrBc NKM ' Ji«a” cKBIrBIrnyr
+BBINYCBCICr#Cr66rNeyBAl" !, keBiK] "CCNI "b#6 (EpKarc#a@<1JIBrmbBn
B#BIATT#KYCIAK BIkrrBa#abrb+@, '6nab, #A1, kaBBbKI, BCaANCh+BBCTK
,FKBEB#bjKc, JKBr, r"CNIBY, ! 6+1 ! #r1Cih "AE* I+ CBIKY T
,BY#B#BITNErBCE<BBINYCBCICr#BIb6« "B k]!
rCA#Nry##NYBCI nEG<IT KVBD
BhCIIIM#B#IKyBCBC JKrBc] a#B#H* b« TBCIKIOrNI1JE0rBED
kyBEYI ¥CBANIKCBRI «¥BI0NY , BBKINMAJBEBIIYE«¥BB0« 118" N0TN$66 =

=NRCIE X"

m

Fig. 2: encrypted data

The following chart represents the relative correlation of
initial data contents:

Autocorrelation of <data>
Number of characters that agree

140 E
130 R
120 E
110 R
100 E
90 E
80 R
70 R
60 R
50 E

1 20 40 60 80 100 120 140 160 180
Offset

Fig3: autocorrelation of initial data

You can see that the relative correlation is different in the
encrypted file, which is a very nice result, meaning that we
have different semantical repartition:
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Autocorrelation of <out>
Number of characters that agree

160

150

140

130

120

110

100

1 20 40 60 80 100 120 140 160 180

Offset
Fig. 4: Autocorrelation of encrypted data

Besides autocorrelation, the floating frequency must be
analysed, it represents how diverse the data become after
encryption:

Floating frequency of {data>
Different characters per 64 byte block

27 g
% E
25t g
24 | g
23 E
22 g
21t g
20 g
19t g
18 E
17t g

1 200 400 G600 800 1000 1200 1400 1600 1800 2000 2200
Section offset

Fig. 5: Floating frequency of initial data

Floating frequency of <out>
Different characters per 64 byte block

38 4

36 1

34 g

3z 4

30 4

28 h

26 4

24 4

1 200 400 600 B00 1000 1200 1400 1600 1800 2000 2200
Section offset

Fig. 6: Floating frequency of encrypted data
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At this moment it is clear that the data was not only
ciphered, but also coded, so practically it's impossible to
analyze semantically the encrypted file, because it has
another data frequency.

But besides that, the algorithm must be checked for
behavior with similar keys. Here is the result of decryption
of the encrypted file with wrong key conferencf (1
character difference):

| 2 - Notepad s— '“* LI_I—]':' =)
File Edit Format View Help

4o!rwhtbh"frnl role"laofu gd vhau!ﬁmulanre‘ey!knou aoe ‘rd
rroetcuiwe"wiui uo!a"nev!1 nfucge'hn!'wiiah xnu'rd eoiof uo'bg
ldrs!psofucuhvd gop a!vhhld,"unuhl!ynu"geu'!tie!hecng! nf!

iu?"It"r cebawselxot’'we"bebnmd bolviobee uhct xnu“rd eoiof
uo'ggt chg'!g ils cx tshne tihs!ndw"tonm.pRroetcuiwivy, 'hn! E
cnmrutds grigpamlhnf uepms-!mdaos”th u gevep pdnpmelccn 1 kd
Tuah Tnrd boopldy “ne kmpsdsriwe"prnfr mr kn mdsr uioe.!Uhdrd
cre'best illy!nties ksstds'wiel 1u!cnmds”tolbhmmrﬁ73 o

1 nfucge-!'stci cs dgfhche]cy!)dner vhe!oauuse"of 'uh

malgu fe!c uge rmovdnw] aoce boee"bln t>)- qafduy! (eogs uie!

1 neuafd diemp"yot'!eostrg ti t!ynup psngsal uilm!amw yg dn'wiau
{ou'gl " n- cnd!Jaodme"ersnrr frccegtimy>). ace lahnven ocd )

dmes 'uhd ma?gu‘fe!hd]r ynt brdave bndd uhct hr dary"to!
tneessvane- loeidy,! ne dxvene>)/ Uhgse! rd beptaholx

hmroru” nu gaatosr uh™t"wimm ce!ezamhoee hn"thhr conk,

mBETT!rcw gsoeubtkviux le'ng a'grngsao ti t!fnroermx
uonk"thsdelog {ou!” vedk"to!vrhtd low'uajer mne!nf!ynu”a e’y! -~

Fig. 7: the file decrypted with similar, but wrong key
Here is the result of similarity analysis:

e ——— = —— ™ e

‘ ”:.: et e Ervwence e (=1 : W) ey ;.'.T.'.‘;:.;‘...
. 8
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Fig. 8: Similarity between original file and the one
decrypted with wrong key
Conclusion:

With the difference of only 1 character, the algorithm
generate almost different files, considering the simplicity
of the program, that's a very satisfying result.



