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Abstract. Due to the large volume of data they manage, Higher Education Institutions (HEIs)
are perfect targets for cyber attackers. University networks are open in design, decentralized
and multi-user, making them vulnerable to cyber-attacks. The purpose of this research paper
was to identify which is the recommended cyber security strategy and how comprehensive
are these studies, within HEIs. The method proposed by Kitchenham was used, focused on
the information community. Thus, the following results can be communicated: researchers
recommend their own security strategies, because the standards analysed in the papers are
not oriented on HEls, and require important adjustments to be implemented. Most scientific
papers do not describe risk management process. The implementation phases are also
insufficiently analysed. The functions that the strategy addressed by HEls should fulfill
include identification, protection and detection. The validation methods used in the pre-
implementation and post-implementation phases are case studies and surveys. Most
researchers recommend as final cyber security strategy IT Governance and security policies.
The field of research has proved to be very interesting, the researches could contribute to
the creation of a comprehensive cybersecurity strategy, focused on the specifics of HEls,
efficient, easy to implement and cost-effective.

Keywords: cyber security, strategy, risk management, HEI, framework, standard.

Rezumat. Datorita volumului mare de date pe care le gestioneazd, institutiile de fnvatamant
superior (lIS) sunt tinte perfecte pentru atacatorii cibernetici. Retelele universitare sunt
deschise in design, descentralizate si multi-utilizator, deci vulnerabile la atacuri cibernetice.
Scopul acestei lucrari de cercetare a fost sa identifice care este strategia de securitate
cibernetica recomandata si cat de cuprinzdtoare sunt aceste studii, realizate in cadrul
institutiilor de invatamant superior. S-a folosit metoda propusa de Kitchenham, axata pe
comunitatea informationala. Astfel, se pot comunica urmatoarele rezultate: cercetatorii
recomanda propriile strategii de securitate, deoarece standardele analizate in lucrari nu sunt
orientate spre IIS si necesita ajustari importante pentru a fi implementate; majoritatea
lucrarilor stiintifice nu analizeaza procesul de management al riscului; fazele de
implementare sunt insuficient analizate. Functiile pe care strategia abordata de IIS ar trebui
sa le indeplineasca includ identificarea, protectia si detectarea. Metodele de validare
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utilizate in fazele de pre-implementare si post-implementare sunt studii de caz si anchete.
Majoritatea cercetdtorilor recomandd ca strategie finald de securitate cibernetica
Guvernarea IT si politicile de securitate. Domeniul de cercetare s-a dovedit a fi foarte
interesant, cercetarile ar putea contribui la realizarea unei strategii cuprinzatoare de
securitate cibernetica, axata pe specificul IS, eficienta, usor de implementat si rentabila.

Cuvinte cheie: securitate ciberneticd, strategie, management al riscului, IS, cadru, standard.

Introduction

With the development of information technologies, their use in HEIs has increased
substantially. The year 2020 and the pandemic with Covid-19, made indispensable the use of
new technologies to ensure the continuity of the university educational process, which
passed in the online environment, requiring new technologies to be implemented. University
networks had significant vulnerabilities even before the pandemic, as they are open in design
[1], decentralized, multi-user and present data of maximum interest to attackers.

Universities are currently in the process of technological development. Access to
technology is valuable in the development of modern learning environments, but on the other
hand increases the vulnerability of communication networks and the number of threats.
College campuses are some of the most technologically developed areas because it provides
expanded support for Wi-Fi, online learning platforms (like Moodle), digital libraries,
virtualization classes (teams, zoom, WebEx), web conferencing. All this, makes university
networks very vulnerable due to large open networks, unlike other organizations [2].

Thus, in 2020 the education domain had a loss of $ 3.90 million for data breach,
according to IBM & Ponemon Institute [3], which conducts cybersecurity research. Referring
to another study realized by CheckPoint [4], a leading provider of cyber security solutions to
governments and corporations globally and in Europe too, the average number of weekly
cyber-attacks per academic organization in July-August 2020, increased by 24%. In contrast,
the overall increase in the number of attacks in all sectors in Europe was only 9% [5].

The implementation of an information security management system within HEIs is an
important step in ensuring cyber security. With all the above, the studies in this field are very
limited and do not contain implementation details, efficiency analysis and implementation
of security frameworks in HEls, rather, they have a superficial character, a theory supported
by several international researchers [6-8]. The security framework is a comprehensive
solution containing security policies, tools and procedures for strengthening cybersecurity
and maintaining the information system [9-12].

A laborious study of the scientific literature in the field, it is necessary, to identify
several key moments that will later allow to create a cyber security framework that is easy to
implement, efficient and cost-effective. The main research question is: to identify the
recommended security frameworks/strategies for HEls, at international level, and how
comprehensive are these studies, based on the review of the literature, published in the last
10 years. The research will focus on the analysis of the risk management and cyber security
strategy, implementation phases, the functions of the security framework, validation methods
and the finality of this process.

To achieve this goal, the search was performed in the following five scientific
databases: Scopus, ScienceDirect, ACM Digital Library, IEEE Xplore and Springer. These
databases have been selected because they are the most used for the study in the field of
information security [12].
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The article is organized as follows: in the first section we analyse the method proposed
for literature review, we are planning and conducting the literature review, in the second
section can be seen the report of literature review, based on the results found in section 1.
Section 3 contains conclusions of the author and future research directions.

1. Research method

The method that was used to study the literature is based on the systematic review
proposed by Kitchenham [13], aimed at the software engineering community. The systematic
review of the literature is carried out in order to identify, interpret and evaluate research,
relevant to a particular field. The individual studies conducted by researchers that contribute
to the systematic review are primary studies and secondary studies, that result from the
literature review. Thus, by the proposed method, the systematic review process involves the
following 3 important phases: planning, conducting and reporting the review.

1.1. Planning the systematic review

The literature review planning process involves establishing a protocol. The review
protocol includes the methods selected for the systematic review of the literature. The first
step is to describe the background and establish the research questions, which follows.

There are several security frameworks used to implement the information security
management system within organizations, such as 1S027001 [14], NIST [15], COBIT [16], ITIL
[17]. However, according to several researchers, there is no framework that focuses
specifically on cybersecurity in HEIs, as most security frameworks are aimed at commercial
organizations [9 - 12], [18], or are difficult to implement and are not cost-effective.

So, the main research question (MRQ) is:” What is the cyber security strategy
recommended within HEls, how comprehensive are these researches?”

Complementary research questions (CRQ), to respond as accurately as possible to
MRQ, are:

 (CRQ1 - What is the security framework / standard recommended by researchers for

HEIs? Do scientific papers include mechanisms for identifying security risks?

* (CRQ2 - What are the phases of implementing the security framework in HEIs? What
functions are considered relevant to the security framework?
* (CRQ3 - What methods for evaluating the effectiveness of applied strategies.

At this stage, it is necessary to set the search terms and resources. Literature review
was oriented on scientific articles and international conference proceedings, indexed in one
of the following databases: Scopus, ScienceDirect, ACM Digital Library, IEEE Xplore, Springer.

The search was performed in the following metadata: the title, the keywords and the
abstract of the scientific article but also in the content for more accurate results; based on
the search terms set out in Table 1.

Table 1
Search terms

No Search terms

[Information Security] or [Information Security Management System] or [Cyber
Security] or [IT governance] and

2 [Standard] or [Policies] or [Framework] or [Strategy] and

[Higher Education Institutions] or [HEI] or [Academia Institutes] or [University
Campus] or [College]
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The selection of primary studies is governed by inclusion and exclusion criteria [13].

The inclusion criteria of the scientific articles were:

IC1: Studies that include research on security standards/frameworks;

IC2: Studies that include the protocol for implementing the security
standard/framework in HEI;

IC3: Studies presenting categories, tools or policies relevant to the implementation of
the security standard/framework in HEls;

IC4: Studies published since 2012 (to correspond to the objective of identifying the
literature of the last 10 years).

The exclusion criteria from the research are:

ECL: Only the abstract of the article is available;

EC2: The study is not a research article or conference paper;

EC3: The study contains the search terms in Table 1, because the authors work within
HEIs and are not a study of information security in higher education institutions;
EC4: Studies that reflect the importance of study programs (specializations) in the field
of information security within the HEL.

1.2. Conducting the literature review
According to the search terms, 73 scientific papers were identified, however, a large

part were excluded because they were not relevant according to the inclusion criteria set out
in the previous step, or because they matched the exclusion criteria. So finally, were analysed
30 scientific articles, that were added in the Mendeley Reference Manager [19].

To perform a quality assessment, for each CRQ, has been set research criteria, reflected in
table 2.

Table 2
Research criteria

Complementary research questions (CRQ) Research criteria

What is the security framework/standard Security framework or standard
recommended by researchers for HEIs? Do scientific Risk Management framework

! papers include mechanisms for identifying security
risks?
2 What are the phases of implementing the security Implementing phases

framework in HEIs? What functions are considered Security framework functions
relevant to the security framework?

How is evaluated the effect of implementation of the Operational architecture

security framework? Validation methods

The relevance index [12] was calculated, according to the formula, each answer x; can

take the value 1, if the article solved all the research criteria and O otherwise:

n
_ Yimq Xi

Ri = ==+ 100% (1)

where: n = number of selected items, i = {1,...,n}

Xi € {0,1}
Ri -can take values between 0 and 1, the value 1 takes if it meets all research criteria
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It follows for each CRQ1, CRQ2, CRQ3, to extract, the research criteria, reflected in
Table 2. Thus, the extracted data will be presented in the tables and graphically.

Using the method proposed by Kitchenham [13], based on formula (1), the relevance
index (Ri) of the scientific paper was calculated, the results can be seen in Table 3, sorted by
relevance.

Table 3
Selected scientific papers
L. Publishing
Reference Scientific Paper
year

(18] Info.rmatlon Security Management in academic institutes of 2013 0,89

Pakistan
[20] An analy5|§ of Indqne5|{a S |r.1format|on security index: a 2018 0.89

case study in a public university
2] Information security risks management framework - A step 2017 0,89

towards mitigating security risks in university network

Developing an  I1SO27001 Information  Security
[21] Management System for an Educational Institute: 2014 0,89
Hashemite University as a Case Study

Information Security Risk Management in Higher Education

[22] o . o 2017 0,89
Institutions: From Processes to Operationalization

(23] Today’s Actlon is B.etter than Tgmorrqw s Cur.e - Evaluating 2013 0.89
Information Security at a Premier Indian Business School
Emergence of Robust Information Security Management
Structure around the world wide Higher Education

[24] Structure around the world wide Higher Education 2012 0,89
Institutions: Institutions: a Multifaceted Security Solution

(25] IT Governance, Security Outsourcing, and Cybersecurity 2016 0.89

Breaches: Evidence from the U.S. Higher Education

A study on integrating penetration testing into the
[26] information security framework for Malaysian higher 2015
education institutions

0,83

Defense-through-Deception Network Security Model:
[27] Securing University Campus Network from DOS/DDOS 2018 0,77

Attack

(16] .(:Obl't Framework. asa Gwd'ellne of Effective it Governance 2013 0.72
in Higher Education: A Review

(28] Assessment of Informatlc?n Systgm Rlsk Management with 2018 0.72
Octave Allegro at Education Institution

(2] A generic framework for information security policy 2017 0.72
development
Review of Information Security Policy based on Content

[30] Coverage and Online Presentation in Higher Education 2018 0.72

[31] An Analysis of IT Assessment Security Maturity in Higher 2016 0,68

Education Institution
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Continuation Table 3

Information Security Management for Higher Education

[32] o 2014 0,61
Institutions

[33] Information system and management for campus safety 2019 0,22
Towards an Unified Information Systems Reference Model

[34] for Higher Education Institutions 2017 0,61

[35] Web vulner.abll.lty assessme.nt and maturity model analysis 2019 0,61
on Indonesia higher education

[36] Implen.wentlng.IT Security Penetration Testing in Higher 2014 0,55
Education Institute

[6] IT Governance Mechanisms in Higher Education 2016 0,50
Institutional governance and protection motivation:

8] Theorgtlcal |n5|ghts u.'\to 'shaplng em.ploy./ees' sgcurle 2019 0,50
compliance behaviour in higher education institutions in
the developing world

(37] MlSSlng Va'lues Ffred.lctlon for Cyber Vulnerability Analysis 2018 0,44
in Academic Institutions
Implications, Risks and Challenges of Cloud Computing in

[38] Academic Field - A State-Of-Art 2019 044
Centralized IT Decision Making and Cybersecurity

[39] Breaches: Evidence from U.S. Higher Education Institutions 2020 0,44
Sixware Cybersecurity Framework Development to Protect

[40] Defence Critical Infrastructure and Military Information 2021 0,39
Systems

(41] The Design of Information Security Management System in 2016 0,39
College

(42] Analysis and Implementation of Operatl.onal- Security 2014 0,33
Management on Computer Center At the University X

(43] An. IT vgl_ue management capability model for Portuguese 2018 0,22
universities: A Delphi study

(44] Cloud Computing: Empirical Studies in Higher Education A 2017 0,22

Literature Review

Graphically, the results are shown in Figure 1.

Journal of Engineering Science

Relevance index of identified scientific papers

[14] [15] [17] [19] [21] [23] [25] [27] [30] [6] ([32] [34] [36] [28]
(111 [2] [16] [18] [20] [22] [24] [26] [29] (311 (8] [33] [35] [37] [38]

Figure 1. Relevance of identified scientific papers.
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The descriptive method will be used for data synthesis. The information extracted from
scientific papers will be presented graphically using Venn diagram [45] and the circular
diagram, which will generate graphics data to allow the visualization of the investigated data
distribution. Graphs are a form of data abstraction and constitute an essential part of the data
scientist’s toolkit [45].

2. Reporting the literature review

2.1 Answer to complementary research question CRQ1

As reflected in Table 2, the research criteria that help to obtain a comprehensive
response to CRQ1 are: recommended security framework/standard and risk management
framework.

It is very important for HEIs to establish policies and control measures [32]. Security
frameworks that assist to implement an Information Security Management Systems (ISMS)
provide a complete solution for a better information security experience by providing the
needed policies, tools and procedures for enhancing and maintaining a secured information
system [21]. Another approach, but which supports the same idea, is that "The security
framework is a complete solution that contains security policies, tools and procedures for
strengthening cybersecurity and maintaining the information system” [9 - 12].

For a more efficient information security management system, it is mandatory to
perform risk management, which refers to the confidentiality, integrity and availability of
data related to the critical assets of HEIs [22]. Risk management can reduce the risks of certain
important processes, financial losses or damage to reputation of HEIs [28], and support
security policies creation [22].

These arguments served as a reason for analysing the recommended risk management
strategies, along with the identification of ISMS recommended by researchers, as an integral
part of the ISMS implementation process in HEIs, and increasing cyber security.

2.1.1 Recommended framework/standard for security management

In order to answer at CRQ1, first criterion, it was necessary to identify, in the selected
scientific papers, what are the recommended frameworks/standards. Table 4 reflects, the
results of review, the recommended frameworks/standards are: ISO 27001, COBIT, ITIL,
hybrid solution.

Many researchers provide own strategy, that confirms once again that the standards
listed above are not oriented for implementation in HEls, theory supported by several
scientific studies.

Table 4
Recommended security framework/standard
Criterion Framework Scientific %
Paper

ISO 27001 5 16,67

COBIT 1 3,33
Recommended ITIL 1 3.33
framework/standard for Hybrid 1 3.33
Information Security Not including 3 26,67
Management in HEls

Own framework 14 46,67
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m [SO 27001 COBIT = ITIL = Hibrid Not including Own framework

Figure 2. Recommended framework/standard.
1S027001

ISO 27001 standard is the most widely used standard for information security at
international level [18], [21]. In education, there has been a steady increase in the number of
institutions certified to ISO 27001, so that in 2018 internationally certified were 137
institutions, in 2019, their number was 176 institutions certified [46], [47]. Most ISO 27001
certified institutions are in Japan (26), Greece (30), Italy (11), Poland (12), the Czech Republic
(172).

The protection of corporate assets is achieved through the implementation of ISMS,
which includes security risk assessment and is based on the CIA triad [14], [20], [47], [48].

The CIA triad refers to the three principles of information security [47]:

- Confidentiality, confirms that only authorized persons have access to information.
- Integrity, determines the accuracy with which data are processed.
- Availability, ensures that authorized persons access the data upon request.

As information security is not just about IT, the ISO 27001 standard also contains
specific controls for human resource management, legal constraints and organizational
management [47].

This is also due to the fact that cyber security depends more on the human factor than
on the technology used [21], and the security threats coming from the employees of an
organization are far superior to external threats [21].

The ISO 27001 standard is organized into 14 sections, 35 objectives and 114 security
controls. For HEIs it is recommended to use at least 8 sections: asset management, human
resources management, physical controls, access control, communications control,
operational control, incident management, information system control and business
continuity [32], [49]. Not all sections of the standard are applicable in HEIs, as the ISO 27001
standard is aimed at non-academic and commercial organizations [18].

Due to the general nature of the ISO 27001 standard, it is difficult to identify the
targeted strategy specifically for HEIs, so empirical research could elucidate new variables
that are not provided by the standards.
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COBIT

COBIT provides effective practices and establishes cybersecurity-specific activities in
an organized and flexible structure. It enables the creation of IT control policies and promotes
best practices at the organizational level [16]. COBIT focuses on generating a structured set
of principles, such as organizational requirements, IT resources, IT processes and the
provision of information [16]. The strategy proposed by COBIT is nothing more than a set of
documents and good practices that support a specialist, auditor or user, to assess security
risks, depending on the controls implemented and the technical problems faced by the
organization [31].

COBIT is focused on risk management, as is ISO 27001, but it is a strategy that applies
to IT Governance and is classified into 4 areas: Planning and Organization, Procurement and
Implementation, Delivery and Support, Monitoring and Evaluation [50].

According to COBIT, control objectives refer to policies, procedures, practices and
organizational structures that ensure the organization's objectives, as well as that any
unexpected event is prevented or detected [16]. COBIT includes 34 IT processes and 13
control objectives. Each process contains a RACI diagram [16], which shows the role of each
process in @ managerial activity. The activities are identified from the control objectives and
have a detailed structure.

As COBIT controls are mainly focused on achieving organizational objectives, it is
further necessary for the security model to comply with the controls of the ISO 27001
standard, in order to ensure an optimal level of cyber security. Within the HEI, it is
recommended to use COBIT to verify the maturity level of the model used [20] and to evaluate
IT processes [16].

ITIL

The ITIL standard is an association between different practices and information
technology services for better management of IT services [31]. Services are characterized as
a means of providing value to customers without increasing security risks or cost. ITIL is a
library containing a set of 5 books and 26 processes that describe different phases of
implementation and provide a systematic approach to IT Governance, operations
management and control of IT services [17].

As in the case of COBIT, it is recommended to use the ITIL standard combined with
the ISO 27001 standard, to integrate the security practices recommended by ISO 27001 in
providing the best practical process management services recommended by ITIL. This will
reduce the costs of maintaining an acceptable level of security, provide effective risk
management and reduce security risks at all levels [31].

As outlined above, 1ISO27001 is the standard recommended by many researchers, even
those recommended to implement their own strategies, does not deny the need for
certification to ISO 27001, to have international value approved.

2.1.2 Recommended Risk Management framework

With the increasing need for implementation and use of information technologies in
HEI activity, risk management has become a mandatory process, integrated into the
information security management system [42]. Risk management includes 3 processes [42]:
Risk estimation, Risk mitigation and Assessment.

There are several models available for risk management, some are qualitative and
others quantitative, the common goal being the value estimation of risk [2], [48]. The purpose
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of applying a risk management model within the HEIl is to quantitatively and qualitatively
measure the level of risk for university assets [2].

The model selected must include security controls that are based on the real risks of
the organization’s assets and operations [2]. Following the study, it was identified that the
main recommended models for risk management in HEls are: ISO 27005, OCTAVE and
OCTAVE Allegro, it can be seen in Table 5 and graphically in Figure 3. Also, in some scientific
papers it is recommended to use strategies proposed by researchers, focused on the use of
penetration tests to identify security risks [26], [35], [36]. However, although risk
management is @ mandatory process for ensuring cyber security in HEIs, much of the scientific
work has not included a mechanism in this regard.

Table 5
Risk Management framework
Criterion Framework Scientific Paper %
Security ISO 27005 3 10,00
framework/standard ~ for OCTAVE/ OCTAVE Allegro 3 10,00
Risk Management Not including 19 63,33
Own framework 5 16,67

= |SO27005 OCTAVE/ OCTAVE Allegro

= Does not include = Own strategy

Figure 3. Recommended Risk Management strategy.

ISO 27005
ISO 27005 contains recommendations for risk management and is recommended by
several researchers [18], [20], [21], [48]. The assets of the organization are classified into
primary and support assets. The primary assets are all the processes and activities specific to
the organization, and the assets: hardware, software, network, staff, website and
organizational are support assets [48]. An important step for risk management, according to
the ISO 27005 standard, is the classification of cyber security vulnerabilities according to the
asset class to which they refer [21].
There are a number of vulnerabilities [21] that need to be analysed in the risk
management process, which are further analysed:
- hardware components may be affected by moisture, dust, dirt and unprotected storage;
- software components can be easily exploited by unauthorized persons because they
were not sufficiently tested before being exploited. Internal / external testing of
software products could minimize cyber security risk [26], [36], [42], [51];
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- security of communication networks [52-55], unprotected transmission lines or
network architectures that do not involve the use of specialized security devices;

- personnel represent the most abstract category of vulnerabilities, attacks based on
human behaviour represent 90% of all cyber-attacks [46];

- access to information assets, the risk that university sites will not be accessible due to
flooding attacks is quite high, and the lack of power that can cause disconnection of
servers on which web pages are hosted, is quite ubiquitous [35].

OCTAVE

The OCTAVE model is very often used for risk management and is implemented in
university security models to reduce the risk of cyber threats, by identifying the causes that
make the university system vulnerable [2]. This is done by identifying university assets and
assessing asset-specific vulnerabilities and threats [23]. OCTAVE contains specific activities,
carried out in 3 phases [2], [23] and the practical approach that can be easily used in the
university environment. The first phase consists in identifying the weaknesses in the system,
dynamically (each new technology added to be subjected to risk analysis). The second phase
focuses on high-risk areas, which are based on the risk score, for which the Common
Vulnerability Scoring System (CVSS) is used [56], to validate the vulnerability that can be
exploited.

The final phase involves the creation of a security risk remediation plan to monitor
recursive risk assessment activities [2].

The main steps in implementing the OCTAVE model are: identifying assets,
understanding security requirements, estimating vulnerabilities, analysing the effectiveness
of security controls, assessing risk through the frequency and impact of cyber threats,
designing remediation plans and making decisions based on comprehensive security reports
[2].

The OCTAVE model was recommended by [2], [23] for implementation in HEI, as it
allows to create a well-defined structure of security issues associated with the academic
environment. It is cost effective, because it focuses only on real assets that are at risk.

OCTAVE Allegro
OCTAVE Allegro has been recommended by researchers because it allows a more
comprehensive assessment of the operational risk environment, in order to produce better
results, without the need for extensive knowledge of risk assessment security [28]. This
approach differs from the OCTAVE approach [28], focusing mainly on information assets in
the context of how they are used, stored, processed and transferred, as well as extended to
threats, vulnerabilities and any disruption [22].
The OCTAVE Allegro method is implemented in four stages:
Setting up drivers
Asset profile
Identifying threats
- Risk identification and analysis
The advantages of this model are indisputable, because the score associated with the
information risk is calculated based on the quantitative assessment of the threat, for example,
if for a HEI the loss of reputation is important, then it will be assigned a higher score and risk
mitigation measures, they will focus on information assets that contain more important data.
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2.2 Answer to complementary research question CRQ2

CRQ2 is based on 2 research criteria: implementing phases and security framework
functions. Having a relevant security framework for HEls, it is necessary to know the phases
of its implementation, because this is a very important process.

A security framework can be perfect but if it is implemented incorrectly, instead of
benefits it could cause severe damage to organizations. So, the first criterion of CRQ2, allows
to answer the scientific question which phases of the implementation of the security
framework are recommended by researchers.

To create a security framework that will really enhance cybersecurity in HEls, it is also
necessary to analyse what functions it will have to perform. In this regard, the second criterion
of CRQ2 has been defined, which will allow, after reviewing the selected scientific articles,
to identify the functions considered relevant by researchers for an effective security
framework.

2.2.1 Recommended implementing phases

Following the study, the common phases recommended for the implementation of the
security model within the HEI can be identified.

According to the classification of the implementation phases in public organizations,
made by Szczepaniuk E and others [57], there are 6 phases of implementation of security
models in public organizations: defining security policies, defining the purpose, security risk
assessment, risk management, selection of controls and the declaration of applicability.

These phases were taken into account in order to be able to respond to first research
criterion of CRQ2. The purpose was to identify the implementation phases on which the
scientific papers focused, the phases are non-exclusive (an article may include 1 or more
phases).

Thus, 7 scientific papers focused on defining security policies, 4 papers on defining
the purpose, 8 papers on security risk assessment, 8 papers on risk management, 9 papers on
the selection of security controls and 8 papers on the declaration of applicability, on analysis
of conformity for selected controls.

Using Venn's diagram (Figure 4), the analysis of scientific papers that recommended
one or more phases of the implementation of security models in HEls was performed.

Table 6
Security framework implementation phases

Phases of implementation S o

of security models in HEIs Scientific papers No %
Defining security policies  [18], [22], [24], [25], [30], [27], [31] 7 17,95
Defining the purpose [21],[22],[24], [25] 4 10,26
Security risk assessment [18],[2], [22], [23], [25], [29], [30], [31] 8 20,51
Risk management [22], [2], [24], [29], [30], [27], [23], [39] 8 20,51
Selection of controls {12} [21], [2], [32], [24], [33], [25], [30], 9 23,08
Declaration of [18], [21], [2], [32], [22], [25], [27], [31] 8 20,51

applicability
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Figure 4. Implementation phases.

According to the relevance index calculated in section 2, the phases of implementing
the security model within the HEI were found in 14 scientific articles, of which 3 papers
contained 4 phases according to the classification [57], 7 papers focused on 3 phases, 6
papers they focused on 2 phases and 2 scientific papers described only one phase. However,
no paper includes all the recommended phases [57].

2.2.2 Recommended security framework functions

To answer the second criterion of CRQ2, it is necessary to identify which are the
relevant functions of a security framework in HEI, recommended by international researchers.
NIST standard defines 5 functions of the security framework: identification, protection,
detection, response and recovery [51].

The analysed scientific papers recommend one or several functions simultaneously.
Thus, out of the 30 papers analysed, 14 are focused on identifying security risks, 15 papers
on asset protection, 11 scientific papers focus on detecting threats and vulnerabilities in the
university information system, 4 papers are focused on making plans to respond to incidents
of security and 3 works on the implementation of incident response plans aimed at mitigating
security incidents. In this sense, the Venn diagram (Figure 5) was used, which graphically
reflects the common or unique recommendations, in order to identify the functions
considered important for the security framework.

Table 7
Security framework functions
Relevant functions of the security . o
framework for HEIs Scientific Paper No %
I [19], [20], [2], [15], [16], [23], [30], [17], 29,17
Identification (211, [31], [33], [34], [36], [38] 14
. [22,[26], [17],[27], [18], [38], [35], [24],
Protection [6], [29], [251, [19], [14], [15], [16] 5 3125
: [20], [31], [33], [21], [39], [34], [14], [2],
Detection [17], [23], [30] 11 22.92
Response [14], [2], [15], [17] 4 8,33
Recovery [14], [2], [17] 3 6,25
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[22] [26]
[27] [18]
[35] [24] [6]
[29] [25]

Response

Figure 5. Relevant ISMS functions for HEIs.

Thus, it can be concluded that researchers recommend for the realization of the
security framework, applicable in HEI, the functions of identification (29,17%), protection
(31,25%) and detection (22,92%). The response (8,33%) and recovery (6,25%) functions are
insufficiently researched.

2.3 Answer to complementary research question CRQ3

To evaluate the effect of implementation of the security framework, it was set 2
research criteria: the operational architecture on which they are based (criterion 1 of CRQ3),
the validation methods (criterion 2 of CRQ3), by which the effectiveness of the security
framework is tested.

2.3.1 Recommended operational architecture

The analysis and evaluation of the implemented security strategies is based on: risk
assessment, control of the completeness of the proposed security objectives, security policies,
IT Governance and regulations. Thus, were obtained the data reflected in Figure 6. In the case
of university networks, some researchers recommend that security policies be the final
strategy for ensuring cyber security [29], [30], [42]. The purpose of security policies is to issue
recommendations to end users on what assets they can use [42].

m Risk Management = Security policies = Objective control

= |T Governance Regulations Does not provide
Figure 6. Evaluation of procedures.
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A well-structured security policy should support top management to manage
information risks and ensure the implementation of appropriate security controls [29].
According to research, some HEls develop a single document containing all security policies
and procedures, while other institutions develop different documents based on the
requirements of ISO 27001, which is considered a best practice because it allows addressing
to specific groups [30].

Several researchers [6], [16], [17], [39], [58] believe that efficient management of the
IT infrastructure of the HEI is possible through the implementation of IT governance (ITG).
ITG can be defined as a set of relational structures, processes and mechanisms that support
the organization's management for the good management of the IT resources it manages.
Thus, ITG can be analysed as a guide for the implementation of the cyber security control
system [16]. Universities are complex organizations that require appropriate information
systems to carry out their mission [6]. University information systems consist of different:
applications, platforms, academic systems, cloud applications; which make the system
heterogeneous [59]. All the above are necessary in the process of teaching, learning and
conducting research activities, supported by university management.

Namely to manage with the efficient use of heterogeneous university IT resources it
is necessary to implement ITG [6]. ITG relational mechanisms include participation and
interaction between IT and administration [7], [16], but also educating employees and
students to match the institution’'s expectations with user behaviour. Also, the creation of
platforms for the distribution of successful practices for the implementation of ITGs within
institutions, such as those in the UK (UCISA) or the USA (EDUCAUSE) and the certification of
specialists in this regard, have increased the efficiency of ITGs in HEIs [7], [17], [58].

With all the above, studies in this field are very limited and do not contain
implementation details, are relatively new and there are no relevant studies that would
analyse the effectiveness and implementation of ITG in HEI, but are rather superficial, theory
supported by several international researchers [6], [7], [60].

2.3.2 Recommended validation methods

The validation methods used by researchers to present the efficiency of their proposed
framework, in the pre-implementation and post-implementation phases, are: case studies (15
scientific articles) that include the analysis of security systems and the use of penetration
tests, surveys (11 scientific articles) that include the interview and the Delphi method [61].

m Case studies Survey = Does not provide

Figure 7. Validation methods.
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Conclusions

This literature review was initiated to answer the main research question: " What is
the cyber security strategy recommended within HEIls, how comprehensive are these
researches?”, in order to be able to build a security framework as comprehensive, efficient
and cost-effective to increase cyber security under HEIs in the Republic of Moldova. It was
very important to identify which security frameworks are recommended and analysed for
implementation in HEIs, by researchers worldwide.

The 10-year period was chosen to analyse only scientific papers that are not outdated,
because the IT sector is a very dynamic one. At the same time, this period allowed to analyse
a larger number of scientific papers, which are still quite limited, few researchers focus on
cybersecurity processes in HEls, this statement is supported by several researchers, as
specified in the introduction to this article.

Complementary questions helped to analyse these studies extensively, so the
literature review did not focus only on metadata, such as: keywords, abstract or article title;
but also on its content, because it was noticed that certain specifications found in the abstract
of the article do not develop later in the content, from the perspective suggested at the
beginning.

The method proposed by Kitchenham was applied, because it is “a guide for systematic
analysis suitable for software engineering researchers” [13], a field related to cyber security.
With this IT-oriented guide, it was easier to apply it, requiring only small adjustments along
the way.

So, it possible now to answer the research question: "What is the cyber security
strategy recommended within HEIs, how comprehensive are these researches?”, by the
following statements, that include also the answers to complementary questions, for a more
comprehensive analysis and results:

- Researchers recommend the creation of a cyber security framework that supports ISO
27001 certification, in order to have international value. At the same time, it is
necessary to identify the security framework that contains technical controls, focused
on university assets, because the ISO 27001 standard specifies the objectives that the
organization should achieve, but does not define how to do it.

- Risk management is identified as a key activity to implement an effective cyber
security strategy. By estimating the impact that security risks may have, risk
management plans will be identified to increase cyber security in HEIs. In this regard,
scientific papers that included risk management strategies recommended the use of
the ISO 27005 standard.

- The implementation phases of the security frameworks were described only in 14 out
of 30 selected articles, but no article contains all the recommended phases for the
implementation of ISMS in public organizations [57].

- The researchers consider relevant the following functions that the HEls-oriented
security framework should perform: ldentification (29.17%), Protection (31.25%),
Detection (22.92%).

- Thefinality is to build a cyber security framework that will support IT Governance and
security policies creation.

- The validation methods used are: case studies, network penetration tests and surveys.
This process makes it possible to identify the strengths and weaknesses of a security
framework. It is a very important step in evaluating a cyber security framework.
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The laborious review of the literature in this scientific paper is the knowledge base
needed to create a cyber security framework, with the aim of increasing security in university
networks. Thus, it was possible to identify the current state of scientific research in this field.
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