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ADNOTARE

Structura tezei: Introducere, 3 capitole, concluzii, 65 surse bibliografice, fara anexe, 63 de pagini text de baza,
inclusiv 13 figuri si 4 imagine.

Cuvinte cheie: Identificarea datelor personale, securitatea datelor.

Scopul tezei: Efectuarea analizei internei, precum si externei a functionarii a celor 6-1T sisteme la scara larga
in Uniunea Europeand, in domeniul protectiei datelor cu caracter personal, atit rezidentilor, cit si nerezidentilor
ai Uniunii, si demonstrarea pe baza limbajului Python, a datelor de identificare procesate de acestea sisteme.
Obiective:

- intr-un studiu detaliat al a 6 sisteme IT la scard largd, in cadrul Uniunii Europene, in domeniul protectiei
datelor cu caracter personal: ECRIS-TCN, EES, ETIAS, Eurodac, SIS 2 si VIS;

- in identificarea consecventd a datelor cu caracter personal si a subiectelor, care sunt elemente cheie ale
oricarui sistem si care necesita protectie primara;

- in efectuarea unei analize aprofundate a cadrului tehnic si de reglementare al Uniunii Europene si al Republicii
Moldova in legatura cu cooperarea in domeniul tehnologiei informatiei;

- in demonstratie suplimentard folosind limbajul Python al elementelor individuale ale sistemului, care sunt
metode si algoritmi utilizati pentru functionarea corecta a sistemului intern.

Metodele aplicate la realizarea cercetirii: Au fost aplicate metode de cercetare imperica (observare,
comparatie, masurare, experiment); metode de cercetare teoretica (abstractizare, analiza si sinteza, idealizare,
inductie si deductie, modelare mentala, ascensiune de la abstract la concret etc.).

Rezultatele obtinute: Rezultatele obtinute vor contribui semnificativ la dezvoltarea sistemelor informationale
privind protectia datelor cu caracter personal, precum si la imbogatirea si actualizarea cadrului normativ din

domeniul abordat prin identificarea subiectului in orice system.

Valoarea aplicativa a tezei: rezultatele obtinute pot fi aplicate in practica pentru identificarea subiectului

concret in orice sistema de investigatie, indiferent de zona aplicatiei.



AHHOTANUA

Ctpykrypa padoTsl: Benenue, 3 riiaBbl, 63 11cTa OCHOBHOT'O TEKCTA, BBIBOJIBI, 65 pecypcoB Oubanorpaduu,

0e3 nmpuioxeHui, Bkirovaet 13 puryp u 4 nzo0pakeHus.
Kirouesble ciioBa: MneHTudukaius nepcoHAIbHBIX JaHHBIX, 3alUTa JTaHHBIX.

Leas pabGorbl: 3akimovyaeTcss B MPOBEACHUM BHYTPEHHEIO M BHEUIHETO aHaimu3a paboTel 6-TH
kpynHoMacmtabubix UT - cucrem B pamkax EC, B cepe 3amuThl nepcoHalbHBIX JaHHBIX, KaK PE3UIEHTOB,
tak u HepesuaeHToB Coro3a: ECRIS-TCN, EES, ETIAS, Eurodac, SIS 2 u VIS, u neMmoHCTpanuu Ha OCHOBE
a3bika Python «ueHTHQUKAIMOHHBIX JAaHHBIX» 00padaThIBAEMbIX STUMU CUCTEMaMH.

3agauu padoTsI:

- B JICTaJIbHOM HCCJE0BaHUU 6-TH KpynmHoMmacmTaOHbIXx M T-cucrem, B pamkax EBpomeiickoro Coro3a, B
cdepe 3amuTe! nepconnpuimpoBannbix ganueix: ECRIS-TCN, EES, ETIAS, Eurodac, SIS 2, u VIS;

- B TOCJIEZIOBATEIIbHOM BBISIBJICHUU NEPCOHATIbHBIX JAHHBIX U CYOBEKTOB, KOTOPBIE SIBJISIOTCS KIFOUEBBIMU
3JIEMEHTaMHU JIF000M CHUCTEMBI, U HYKJAIOTCS B IEPBOCTEIICHHOMN 3alIUTE;

- B MPOBEJICHUU INyOOKOT0o aHajlnM3a TEXHUKO-HOpMAaTHBHOM 0a3bl EBpormeiickoro Coro3za u Pecryonuku
MoiioBa B OTHOILIEHUH COTpYJHHUYECTBA B chepe MHPOpMaLMOHHBIX TEXHOIOTUH;

- B JJJIbHEHIIEH JAeMOHCTpAaLUU C TOMOLIbIO s3bIka Python OTIENbHBIX 3JIEMEHTOB CHCTEMBI, KOTOPBIMU
SBJIAIOTCSL METOJbl M QJITOPUTMBI, MCIIONb3yEeMbIE Uil MPaBUILHOTO (YHKIMOHUPOBAHHS BHYTpEHHEH
CUCTEMBI.

Metoabl ucciie0BaHus, 3a/1eiiCTBOBaHHbIe B padore: bbun 3a1elicTBOBaHBl METOABI YMIUPHUUECKOTO
ucclieoBaHus (HabJtoJeHre, CpaBHEHUE, U3MEPEHHE, SKCIIEPUMEHT); METO/Ibl TEOPETUYECKOT0 HCCIIEJOBAHUS
(aOcTparupoBaHue, aHaJIU3 U CUHTE3, WIeAIM3allMsl, HHAYKINS U AETyKIUs, MBICIEHHOE MOJEINpPOBaHUE,
BOCXOK/IEHHE OT aOCTPAKTHOTO K KOHKPETHOMY U Jp.).

ITosryyennbie pe3yabTarbl: [lonydeHHBIE pe3ynbTaTbl BHECYT 3HAYUTENBHBIN BKJIAJ B DPa3BUTHE
MH(GOPMALIMOHHBIX CHUCTEM [0 3aIlIUTE MEPCOHAIBHBIX JAaHHBIX, a TaKKe B OOOramieHue U OOHOBJIEHUE
HOPMaTUBHO-TIPaBOBOM 0a3bl B paccMaTpUBaeMOW 00JacTH IyTeM HIASHTHU(HUKaUU cyObekTa B JI000i
CUCTEME.

IpukiaaaHasi neHHocTh padoThl: [lonyyeHHbIE pe3ynbTaThl MOTYT ObITH NPUMEHEHBI HA MPAKTUKE IS

I/I,Z[CHTI/I(I)I/IKaI_II/II/I KOHKPETHOTO 00BeKTa B JIIO00I cucreme HUCCICI0BaHNUsA BHEC 3aBUCUMOCTHU OT o0JracTH.



ANNOTATION

Thesis structure: Introduction, 3 chapters, conclusions, 65 bibliographic sources, without appendices, 63 basic
text pages, including 13 figures and 4 images.

Keywords: Identification of personal data, data security.

The aim of the thesis: To perform the internal and external analysis of the operation of the 6-1T systems on a
large scale in the European Union, in the field of personal data protection, both residents and non-residents of
the Union, and to demonstrate based on Python language, identification data processed by these systems.
Objectives:

- in a detailed study of 6 large-scale IT systems in the European Union in the field of personal data protection:
ECRIS-TCN, EES, ETIAS, Eurodac, SIS 2 and VIS;

- in the consistent identification of personal data and subjects, which are key elements of any system and which
require primary protection;

- in carrying out an in-depth analysis of the technical and regulatory framework of the European Union and the
Republic of Moldova in connection with cooperation in the field of information technology;

- in further demonstration using the Python language of the individual elements of the system, which are
methods and algorithms used for the correct functioning of the internal system.

Methods applied to conducting research: Imperial research methods were applied (observation, comparison,
measurement, experiment); theoretical research methods (abstraction, analysis and synthesis, idealization,
induction and deduction, mental modeling, ascent from abstract to concrete, etc.).

Results obtained: The results obtained will contribute significantly to the development of information systems
on personal data protection, as well as to the enrichment and updating of the regulatory framework in the field
addressed by identifying the subject in any system.

The applicative value of the thesis: the obtained results can be applied in practice to identify the concrete

subject in any investigation system, regardless of the area.
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BBEJAEHUE

B Mupe TeXHOIOrMi IPOUCXOAUT MHOYKECTBO PA3IMYHBIX IMPOIECCOB, KOTOPHIE HANPSIMYIO CBS3aHBI C
MEePCOHANBHBIMU JAHHBIMU KaXKJIOT0 ToJib3oBarens. [Iporpecc 3arponyn Bce cdepbl KU3HEACSATEIbHOCTH
YelioBeKa, W OOJerym MPOBEIEHUE CIOXKHBIX omnepanuii ¢ JaHHbIMU. OJHAKO KOMIbIOTEPU3UPOBAHHAS
cucrema 0a3 maHHbIX B XIX Beke Hyxkmaercs B 0co00H 3ammre. 3anura JOJKHA OKa3bIBATHCS CICIIHAIBLHO
CO3JIaHHBIMH CTPYKTYpaMH, KOTOpBIE, B CBOIO OUepe/b, 00ecreyaT COXpaHHOCTh U HETPUCTYITHOCTh YTEUKH
MEePCOHANBHBIX JIAHHBIX KaXJIOro 4jeHa oO0IIecTBa, 4Ybsi MHGOpMALMs, JUYHOTO XapaKTepa XpaHUTCS B
KOHKPETHBIX apXUBaX.

AKTYaJlIbHOCTb TEMBl COCTOMT B M3YyYEHHHM CaMOM MaTEpUHU 3alIUThl NEPCOHAIBHBIX JAHHBIX B paMKax
CTPYKTYpUpPOBaHHOH crucTeMbl UHCTUTYTOB EC, T11e rocygapcTBa-4jieHbl MOTYT OCYLIECTBIIATH JIH00YI0 (hopMy
JEeSTeIbHOCTH COPa3MEPHO C MPaBUJIAMU UCIOJIb30BaHUs, XpaHEHUS 1 0OMeHa nH(popMalren.

Hcxoas u3 BIIEU3TI0KEHHOTO ObLTH C(OPMYIMPOBAHBI OCHOBHAS 1I€Ib U 337a4u paOOTHI.

Henb qunuoMHOM paOOThI 3aKJIFOYAETCs B IPOBEICHUU BHYTPEHHETO U BHEIIHETO aHaiu3a padoThl 6-TH
kpynHomacitabueix UT - cucrem B pamkax EC, B cdepe 3ainThl NEpCOHAIBHBIX IaHHBIX, KaK PE3UIEHTOB,
tak u HepesuaeHToB Coro3a: ECRIS-TCN, EES, ETIAS, Eurodac, SIS 2 u VIS, u neMoHCTpanuy Ha OCHOBE
s3bika Python «uaeHTHQUKATMOHHBIX JaHHBIX» 00pabaThIBAEMBbIX 3TUMU CUCTEMAaMH.

3amaun paboThI 3aKITI0YAIOTCS B TITyOOKOM HccaenoBanuu 6-tu UT-cuctem, B pamkax EC, B cdepe 3amuThl
nepcoHanbHbIX NaHHbIX: ECRIS-TCN, EES, ETIAS, Eurodac, SIS 2 u VIS, B BbIsIBICHHHN NEPCOHATBHBIX
JAHHBIX U CYyOBEKTOB, KOTOPBIE HYKIAIOTCS B TIEPBOCTENICHHOM 3alIHUTE, - 10 aHATTU3Y TEXHUKO-HOPMATUBHON
6a3el EC u PecnnyOnuku MonoBa, a Takke MpOJAEMOHCTPUPOBAB ¢ MOMOIIBIO si3bika Python ux 3amuty. B
3aKJIIOYEHUE, IPOBEACHHON padoThl, IPOCIEeUTh AP(HEKTUBHOCTh TPUMEHIEMBIX MEp B 00s1acTH OOpPBHOBI €
YTEUKOW NEePCOHAIbHBIX JaHHBIX, U YCTAaHOBHUTb, KaKMMHU CTpyKTypamu B pamkax EC mpenocraBiseTcs
3aIuTa.

Teopernueckass U MpakTUYECKash 3HAYUMOCTH Pa0OTHI 3aKIIOYaeTCs B OOOTAlleHWH W JaIbHEUIIEro
YCOBEPIIIEHCTBOBaHUSI MH(OPMATUBHON CHCTEMBbI HE TOJHKO Ha ypoBHe EBpomeiickoro Coro3a, HO W Ha
HAIlMOHAJILHOM YpPOBHE KaXXJIOTO IOCYyAapcTBa B JIMIE TpaKIaH, HYXKIAlOUIMecs B HaAJeXalleM YpPOBHE
3alUThl TIEPCOHANBHBIX JAaHHBIX, a TakKe B 00ECIeYeHUH U COONIOJICHUHM OCHOBHBIX MpaB M CBOOOJ B

HHTCPHET-TIPOCTPAHCTBC.
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