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Abstract. The article is an analysis of how artificial intelligence can be used for
the security of Internet of Thinks networks, emphasizing its use in the
detection and prevention of cyber-attacks.

The article focuses on new advances in the use of artificial intelligence
for: anomaly detection through machine learning algorithms; automating
response processes by reducing incident response time by isolating
compromised devices; detecting suspicious activity by strengthening
protection against attacks.

Recent research results showing the effectiveness of Artificial Intelligence
in securing the Internet of Things have been analyzed: the use of machine
learning algorithms to detect DDoS attacks on Internet of Things devices, the
implementation of autoencoding for botnet detection, the highlighting of
vulnerabilities of unsecured Internet of Things devices and the integration of
Artificial Intelligence in security, the development of an intrusion detection
system based on recurrent neural networks for Internet of Things networks.

The analysis shows that Artificial Intelligence implementation offers
solutions for detecting and preventing cyber-attacks, but there are also
challenges related to data quality, detection errors and implementation
complexity.
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To overcome these, new research directions are recommended:
development of algorithms to reduce false alarms, Artificial Intelligence
assisted security, data protection by training Artificial Intelligence models
directly on Internet of Things devices, use of deep learning to identify and
neutralize unknown threats.
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