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Abstract. Cloud-based Biomedical and Healthcare Systems (CBHS) play an 

important role in providing access to services for solving widespread problems 

related to biomedical complications [1]. The sensitive nature of data in CBHS 

presents considerable challenges regarding its security and privacy, at the 

same time, CBHS are more susceptible to cyber-attacks compared to 

conventional computer systems. One of the key functions of the CHBS is the 

centralized data processing using cloud computing technologies. The aims of 

this article are the modelling and analyzing of the defense process against 

cyber-attacks in CBHS. 

To address this issue, recently are proposed an emerging proactive 

defense approach, the Moving Target Defense (MTD) techniques, that aims to 

thwart attacks by dynamically changing the attack surface and disrupts the 

attaĐkeƌ͛sàeǆploƌatioŶàphaseà [ϯ],à leading to complexity and unpredictability, 

thus confusing attackers by creating asymmetric uncertainties in favor of the 

defenders, thus reducing the probability of the success of an attack. However, 

migration services from one cloud Virtual Machines (VMs) to another in the 

CBHS takes a finite time that delays the service execution and leads to the 

degradation of its performances. So, we need to evaluate and analyze the 

impact of using an MTD technique for CBHS defense under uncertainty. We 

used as mathematical formalism the Stochastic Reward Nets (SRNs) [4], a 

variant of stochastic Petri nets, because it is conceptually easy to understand 
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due to its graphical nature and it is well supported by the theory, as well by a 

large number of existing software tools. 

Nevertheless, in this type of models, the fuzzy epistemic uncertainties 

of the attacker's behavior are not taken into account. So, it is necessary to 

enhance the SRN in order to fully represent more compactly and flexibly the 

models that describe complex processes of CBHS and also to evaluate the 

impact of MTD migration policies in terms of performability. 

In this paper we propose the Matrix Rewriting SRNs (MRSRN) with 

Fuzzy parameters (FMRSRN) for properly uncertainty performability modeling 

and analysis of CBHS that are enhanced with time-based MTD techniques. One 

of the key advantages of utilizing FMRSRN for CBHS modeling is that these 

models have a compact structure, making them flexible for reconfiguration 

and modification of quantitative parameters during runtime. 

The implementation of the suggested FMRSRN method is illustrated 

through a performability modeling and numerical case study analysis of a 

specific CBHS. 
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