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ADNOTARE

Cioban Alexei, masterandul grupei MMRT-211M

Tema — Utilizarea echipamentului Mikrotik in organizarea retelelor de comunicatii VPN.

Teza este constituitd din introducere, trei capitol, concluzii si bibliografie.

Cuvinte-cheie: Retea virtuald privata VPN, router Mikrotik, protocol IPsec, fiabilitatea retelei
de transmisie a datelor.

Scopul prezentei teze este de a crea o retea corporativi de transmisie a datelor fiabila, sigura
si eficientd pentru a asigura o comunicare neintrerupta intre filialele intreprinderii si securitatea
transmsiei de date, precum si pentru a asigura doar accesul autorizat la resursele retelei.

Tn conformitate cu scopul tezei au fost determinate urmatoarele obiective:

1. Selectarea metodei de organizare a retelei corporative de transmisie a datelor;

2. Selectarea echipamentului pentru reteaua corporativa de transmisie a datelor, instalare si
configurarea echipamentului;

3. Selectarea metodei de protectie a datelor pentru reteaua corporativa de comunicatii.

Tn teza au fost determinate metodele de baza privind crearea retelelor de transmisie a datelor
si determinat provaiderul de servicii Internet. S-a propus, ca echipamentul Mikrotik sa fie utilizat ca
dispozitiv intermediar din partea organizatiei clientilor, au fostdeterminate schemele de conectare a
sucursalelor la retea prin intermediul tehnologiei ADSL si fibrei optice, interfata grafica WinBox,
calculul parametrilor fibrei optice monomod, determinarea lungimei sectorului de regenerare pentru
Mikrotik pentru retelele de transmisie a datelor, A fost determinatd schema de conectare a doua
sucursale, varianta de autorizare la realizarea protocolului PPTP (Point-to-Point Tunnel Protocol) in
Mikrotik, a fost determinata schema de utilizare a protocolului PPPOE (Point-to-Point Protocol over
Ethernet) si protocolului IPsec si la fel fiabilitatea retelei de transmisie a informatiei prin fibre

optice.



ANNOTATION

Cioban Alexei, the master student of the group MMRT-211M

Theme — Use of Mikrotik equipment in the organization of VPN communication networks.

The thesis consists of an introduction, three chapters, conclusions and a bibliography.

Keywords: VPN virtual private network, Mikrotik router, IPsec protocol, data transmission
network reliability.

The purpose of this thesis is to create a reliable, secure and efficient corporate data
transmission network to ensure uninterrupted communication between the company's subsidiaries
and the security of data transmission, as well as to ensure only authorized access to network
resources.

In accordance with the aim of the thesis, the following objectives were determined:

1. Selection of the method of organization of the corporate data transmission network;

2. Selection of equipment for the corporate data transmission network, installation and configuration
of the equipment;

3. Selecting the data protection method for the corporate communications network.

The thesis determined the basic methods of creating data transmission networks and determined
the Internet service provider. It was proposed that the Mikrotik equipment be used as an intermediate
device on the part of the customer organization, the schemes for connecting branches to the network
via ADSL and optical fiber technology, the WinBox graphical interface, the calculation of the
parameters of the single-mode optical fiber, the determination of the length of the regeneration sector
for network, the value of the probability of the bit error of the signal, the possibilities of the Mikrotik
router for data transmission networks were determined, the connection scheme of two branches was
determined, the authorization variant for the realization of the PPTP protocol (Point-to-Point Tunnel
Protocol) in Mikrotik, the scheme of using PPPOE (Point-to-Point Protocol over Ethernet) and IPsec
protocol was determined, as well as the reliability of the information transmission network through

optical fibers.



AHHOTALIIUA

Uuoban Anexeit, macrepana rp.MMRT-211M

Tema — Mcnonb3oBanue obopynoBanust Mikrotik npu opranuzanuu cereit csizu VPN.
PaboTa cocrout u3 BBeZICHNE, TPH TIIaBbI, BEIBOJIBI M JIUTEPATYPA.

Knrouessie cioBa: Bupryansnas yactras cetb VPN , poyrep Mikrotik, mporoxos IPsec,
HA/IKHOCTH CETH Mepeauu JaHHBIX.

[lenb pabGoOThI COCTOUT B CO3/1aHUE HAJIEKHOU U 3PPEKTUBHON KOPIOPATUBHON CETH Mepeaadu
JTAHHBIX TSI o0ecredeHus1 Oecriepe0oiTHONM CBS3M MKy (hUIHaaMy MPEANPUITHS 1 0€30MMacCHOCTH
nepeayn TaHHbBIX, a TAKXKE 00E€CIIEUNTh TOIBKO aBTOPH30BAHHBIN JIOCTYTI K pECypcaM CETH.

JUist JOCTHKEHHUS TIOCTABIIEHHOH 1IeTTH He0OX0IMMO PEITUTh CIIEIYIONINe 3a/1auu:

1. Bo16op mebTo1a oOpranu3ani KOpIopaTUBHON CETH Mepeiadl TaHHBIX;

2. Be16op o0opyaoBaHus 111 KOPIIOPATUBHOM CETH Mepeavyn TaHHBIX, €T0 YCTAaHOBKA U
KoH(puryparms;

3. Beibop MeTo/1a 3alTUThI TaHHBIX MPU WX MEepelayr Yepe3 KOPIIOPATUBHON CETH CBSI3HU.

B pabote omnpeneneHsl OCHOBHBIE METO/IbI CO3JJaHMSI CETEl Nepeaun JaHHbBIX U ONpeeieH
WHTEpHET-TIpoBaiiaep. bbuto mpemiokeHo ucmnosap3oBath 00opynoBanue Mikrotik B kauecTBe
MIPOMEXYTOYHOT'O YCTPOUCTBA CO CTOPOHBI OPTaHU3AIMH-3aKa3YMKa, CXEMbI TOAKITIOUEHUS
¢unmumanos k cetu no Texnosioru ADSL u onrtoBonokHa, rpaduueckuii uarepdeiic WinBox, pacuer
MapaMeTpoB OJJHO- PEKUM ONTUYECKOI0 BOJIOKHA, ONpeAeTICHIE [UTMHBI CEKTOpa pereHepaluu s
CEeTH, 3HAYCHUS BEPOATHOCTH OMTOBOI OMIMOKM CUTHAJA, BO3MOXKHOCTU Mapiipytuszaropa Mikrotik
JUI ceTell mepefayu JaHHBIX, ONpeeNieHa cXeMa MOJKII0UEHUS IBYX OTBETBICHUHN , OIIPE/IeIIeH
BapHMaHT aBTOPU3ALKH s peanusaipu nmpoTokosna PPTP (Point-to-Point Tunnel Protocol) B
MUKpOTHKE, cxema ucnonb3oBanusi PPPOE (Point-to-Point Protocol over Ethernet) u mpoTtokomna

IPSGC, a TaK’KC HAACKHOCTh CCTh II€peaavn I/IH(I)OpMaI_[I/II/I 10 OIITHYCCKUM BOJIOKHAM.
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BBEJEHMHE.

Ha ceronHsmHamii AeHb CIOXKHO MPEACTaBUTH HAIly TIOBCEIHEBHYIO KHM3Hb 0€3
TEJICBUACHBS, PaZl0 M MHTEpHETa. DTO CTaJ0 PE3yJIbTATOM OrPOMHOIO CKayKa
HAyYHO- TEXHUYECKOTO Mpollecca W TNI00aNM3alii , OXBATUBIIEH BECh 3E€MHOMN
map. Ha maHHBId MOMEHT uHGOpMAIUs SBISETCS BaXKHBIM SJIEMEHTOM KU3HU
KaX/10TO 4eJloBeKa, a B cpepe OM3Heca OHa BbIlILIA Ha MepBbid 1uiaH. [losyuennas
BO BpEeMsI OHA CIIOCOOHO KapIWHAJIBHO U3MEHUTh CHUTYAaIlMI0 Ha MHUPOBOM PBIHKE, B
OIIpEICICHHON OTpacid SKOHOMHUKH . B CBSI3W ¢ 3TUM CO3[aHHE HAACKHOH |,
MacmTabupyemMoir ¥ S(PQPEKTUBHON CETH Tepefayd MAHHBIX NI TPEATPUSTHS

0001 oTpaciiu sBISIETCSl KpaiHe BaKHBIM aCIIEKTOM .

OCHOBHBIM , Ha CErOJHSAIIHUA JE€Hb, NYyTEM CO3JaHUs HAACKHOM U
2 (EKTUBHON ceTHU Tiepeaul JaHHBIX MPEANPUATHS SBISIETCS CO3JaHUE CEeTH Ha
ocHoBe TexHosmoruu VPN. JlanHas TeXHONOTHs MO3BOJSIET CO3JaTh O€30MacHYIO
CeTh TpeAnpusTHs Ha OCHOBe oOmed cetu MaTepHeT . J[laHHOW pemieHue
MO3BOJISIET 3HAYUTEIIBHO YMEHBIIUTH 3aTPaThl [0 CO3AAHUIO CETH, B CPAaBHEHUU B
co37laHueM COOCTBEHHOM BHYTPEHHEH CETH IMepeayu JaHHBIX. B To jke Bpemsi oHa

o0ecrieunBaeT BHICOKHI YPOBEHb 0€30MacHOCTH Tepeaadu TaHHBIX.

B nannoit pabore mepex aBTOpoM Oblla TOCTaBJICHA II€NIb — CO3/JIaHHE
HaJIe)KHOMW, Oe3omacHO , 3(PGEeKTUBHON CEeTH Iepenadd JaHHBIX IPEIITPHUSITHS
JlaHHast ceTh JODKHA oOecrieunBaTh OecrepeOOiHYI0 CBA3b MeEXay (GuihanaMu
MpEANPHITHS , 00ecIeunBaTh OC30IMACHOCTh Tepeayr TaHHBIX , MUHUMH3HPOBATh
PHUCK UX TIepexBaTa, a TaK e 00eCleYnBaTh TOJIBLKO aBTOPH3UPOBAHHBIN JIOCTYN K

pecypcam ceTH.

JInst  TOCTMKEHUS TIOCTaBJICHHOM II€JId HEOOXOIMMO PEIIUTh CIEAYIONIre
3a/1a4uu: BEIOOP METOJ]a OpraHu3alliy CeTU, BHIOOP 000PYI0BaHUS , €r0 YCTAaHOBKA U

KOH(UTrypalys, a TaK e BbIOOP METO/Ia 3allUThI JAHHBIX NIPU WX Tepeaaye.
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BbIBO/IbI
Ha ocHOBE NOIy4YeHHBIX PE3yIbTaATOB MOKHO CIAENATh CIIEIYIOLIUE BbIBOBI:

1. Co3naHue KOPIIOPAaTHMBHBIX CETEH Mepefavyu JaHHBIX Ha OcHOBe TexHojoruu VPN,
SBJIIETCS. OJHUM M3 KIIOYEBBIX (PAKTOPOB  ycCHemHOro ¢GyHKIMOHUPOBAHUS

OpraHu3aluu, Hapsay ¢ PUHAHCOBBIMU U TPYAOBBIMH PECYPCAMU MPEATIPUSITHS;

2. YCTaHOBJICHO, qTO  KHM3HCHHO HCO6XO)II/IMO CBOCBPCMCHHO  CO3JaTb U
MOIACPHU3UPOBATL KOPIIOPATHBHYIO CCTh IICPCHAAYM OAHHBIX MW KaK CJICICTBUC
BHCAPCHHUC M HCIIOJB30BAHNC HOBBIX TEXHOJIOTUM M 3alllUTBI JaHHBIX BBIXOAUT HA

HepBBIﬁ IIJIaH IIpU IMTPOCKTUPOBAHHUHA ceTen nepcaadn JaHHbIX,

3. Co3anue KOPMOpaTUBHON CETH TMEepeaaud JaHHBIX C UCIOJIb30BAaHUEM TEXHOJIOTHH
VPN u obopynosanus Mikrotik obGecrieunBaeT BBICOKYIO HAAEKHOCTh Iepeaadn
JaHHBIX 3a CYET HCIOJIL30BaHMs MpoTOKoia IPSeC, BO3MOXKHOCTH KOH(Urypanuu
000pyI0BaHMs, KaKk dYepe3 KOMAaHIHYH CTPOKY, TaK M C IOMOIIbIO YJOOHOTO
rpaduyeckoro uHTEpdEica, a Takke 00eCIeYMBACT BBICOKYIO ITPOU3BOIUTEIIBHOCTh

UCTIONIb3yeMoro 00opynoBaHus. [Ipyu OTHOCHUTENBHO HE BHICOKOM IICHE;

4. Tlomy4yeHHble pe3yJbTaThl MPEACTABISAIOT MHTEPEC U CHEIMaIMCTOB B 00JacTh
CO3/IaHMsl KOPHOPATUBHBIX ceTell mnepeaaun nAaHHbIX VPN U COOTBETCTBYIOT
TpeOOBaHUSM, BBIIBUTAEMBIM IO OTHOIICHHIO K HAJSKHBIM U O€30MacHBIM CETSIM

nepcaain JaHHbIX.
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