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DESIGN & DEVELOPMENT OF A CYBER SECURITY CONCEPTUAL
FRAMEWORK FOR HIGHER EDUCATION INSTITUTIONS IN THE REPUBLIC OF
MOLDOVA

Alexei Arina, Department of Telecommunications and Electronic Systems, Technical University of Moldova

ABSTRACT: This scientific paper reflects the results of research, which aimed to develop a Cyber Security Conceptual
Framework for Higher Education Institutions in the Republic of Moldova, to increase cyber security in academic
environment. The scientific method Design Science Research was selected for the development of the security framework,
due to the practical value it generates, being one of the most used qualitative scientific methods in the field of engineering.
The identification of the key processes and stages of implementation of the Cyber Security Conceptual Framework, assessed
according to value criteria, supports the way in which cyber security in universities in the Republic of Moldova can be
increased. Important contributions are for the academic environment in the Republic of Moldova, where until now, there
has been no reference framework to ensure the protection of academic processes.
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1. INTRODUCTION

With the development of information technology, cyber security has become one of the biggest global challenges
for organizations implementing new technologies worldwide (Asosheh et al., 2013). Cyber security is defined as a collection
of tools, techniques, policies, security measures, security guidelines, risk mitigation strategies, actions, training, good
practices, security reinsurance and the latest technologies that can be used to protect cyberspace and user assets (Humayun
et al., 2020; von Solms & von Solms, 2018). Common cyber security regulations and requirements would allow a more
comprehensive approach to cyber security in organizations with a similar profile. Creating a common cyber security
framework, covering core processes, to ensure compliance with the three principles of cyber security: confidentiality,
integrity and availability; it would facilitate the implementation of comprehensive security mechanisms and, as a result,
increase cyber security. An important role, in this regard, is played by the Government, which has a proactive role in the
management of cyber security policies and infrastructure in order to issue standardized recommendations, at state level,
especially in the case of public institutions. The harmonization of cyber security strategies developed by the state with
international standards ensures compliance and international recognition (Asosheh et al., 2013).

The Republic of Moldova is a developing country, that in recent decades has been trying to align with international
practices in the public domain. Information technology plays a very important role in providing public services. According
to the annual report on monitoring the evolution of the global information society "Measuring the information society 2017",
launched by the International Telecommunication Union, the Republic of Moldova ranks 59th out of 176 countries in the
ranking. At the European level, the Republic of Moldova has advanced compared to the global and regional average, being
among the top 10 countries with the most dynamic developments in the world (Alexei, 2021).

At the same time, the Information Security Strategy for 2019-2024 (RM Parliament, 2018), adopted by the
Parliament of the Republic of Moldova, also identified as a major problem in the field of cyber security, the lack of an
integrated cyber security management system that would provide a comprehensive approach to cyber security ( points 39
and 40 of the Strategy), solving this problem is identified as a key step in the development of a secure information society
in the Republic of Moldova.

There are currently 15 public and 9 private Higher Education Institutions in the Republic of Moldova. Higher
Education Institutions are subordinated to the Ministry of Education and Research, so the provisions of the Information
Security Strategy must be implemented. However, the results of the survey, conducted by the author between September-
November 2020, in which stakeholders from the 9 largest public institutions in the Republic of Moldova participated, show
that Higher Education Institutions are not certified with an information security standard and have not implemented an
authorized cyber security framework (Alexei Arina, 2021).

Moreover, the diversity of electronic services provided by academia is constantly growing, especially as a result of
the pandemic with Covid 19 and the transition to online education. To ensure access to learning platforms, digital libraries,
or university management systems, university information systems are open by design (Jang-Jaccard & Nepal, 2014),
decentralized and multi-user. Software and network applications have become an integral part of the university environment
both in Moldova and internationally. Access to modern technologies is valuable, on the one hand, for the development of
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modern learning environments, but on the other hand, it increases the vulnerability of communication networks and the
number of threats.

Thus, in the context of the above, the research problem is:” the lack of a cyber security framework focused on
academic processes in Higher Education Institutions in the Republic of Moldova, which could be used as a reference
framework”.

Implementing a security concept that does not take into account the security requirements specific to the academic
environment and the activities they carry out, increases the likelihood of a false sense of security.

So, the purpose of this scientific paper is to develop a cyber security conceptual framework (CSCF), focused on
the academic processes of Higher Education Institutions in the Republic of Moldova, which complies with the provisions
of international standards and best practices in the field, in order to solve the research problem.

The following section presents the results of the literature review, the purpose of which was to identify cyber
security strategies for academia, recommended by researchers, internationally. The third section presents the scientific
method used to solve the research problem, and the fourth section presents the research results.

2. LITERATURE REVIEW

To achieve the purpose of this research work, the author has carried out a literature review of the last 10 years,
using the method proposed by Kitchenham (Barbara Kitchenham 2004), to determine the strategies approached by
researchers at the international level and how a cyber security framework can be integrated into academic processes. A
comprehensive research paper has already been published (Alexei, 2021).

The implementation of a cyber security framework in HEIs has been recommended by several researchers over
time. Cybersecurity frameworks assist in the implementation of Information Security Management Systems, providing a
comprehensive approach and comprehensive solution, which includes: policies, tools and procedures needed to increase
security (Itradat et al. 2014) and strengthen information systems (Oltramari et al. 2014; Donaldson et al. 2015; Koong and
Yunis 2015; Merchan-Lima et al. 2020).

The effectiveness of the proposed solution depends on risk management, which is a mandatory process when
conceptualizing the cyber security framework, because identifying assets that assist academic processes, and determining
threats and vulnerabilities that influence confidentiality, integrity and availability, have a major impact on the outcome,
which will have the security framework (Hommel, Metzger, and Steinke 2015). Risk management can reduce the risks of
certain important processes, financial losses or damage to the reputation of higher education institutions (Suroso and
Fakhrozi 2018) and can support the creation of security policies (Hommel, Metzger, and Steinke 2015).

These arguments served as a reason for analyzing the recommended strategies for creating the cybersecurity
framework, risk management and how to integrate into HEIS, to increase cyber security.

2.1 INTERNATIONAL CYBER SECURITY STANDARDS

Analyzing the literature in the field, we identified 3 international standards recommended in various scientific
studies, indexed by the largest databases, such as: Scopus, ScienceDirect, ACM Digital Library, IEEE Xplore, Springer; to
be implemented in HEIs. These are: ISO 27001, COBIT AND ITIL.

IS0 27001

The most widely used international standard in the field is ISO 27001 (Rehman, Masood, and Cheema 2013; Itradat
et al. 2014), and if we analyze the results of the annual surveys presented by ISO (International Organization for
Standardization 2020), the number of organizations certified with ISO 27001 is constantly increasing from 31 910, in 2018,
to 44 486 in 2020. The Republic of Moldova is no exception, so the number of organizations certified in 2020 has increased
compared to 2018, from 3 to 8.

In the field of Education can be seen a positive trend, at international level, so that if in 2018, the number of
institutions certified with ISO 27001 was 137, in 2020 they are 187. Unfortunately, in the field of education, in 2020, there
is no institution certified with ISO 27001 in the Republic of Moldova. Although the empirical research conducted by the
Rotterdam School of Management, Erasmus University, based on 645 responses from companies, internationally, ISO
27001 certification, had a significant positive effect on increasing information security, estimated by 85% of respondents
(Nowak 2015).

ISO 27001 is based on the implementation of an information security management system within organizations and
addresses systematic processes, technologies and human resources, for risk assessment and assistance in the information
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management process. It is based on the Deming cycle (Haufe et al. 2016), which is a closed action process that assists in
information security management processes.

* defining the security
policies and
procedures of the
ISMS

* implementation and
operation of the
planned ISMS

* periodic monitoring
and review of the
implemented ISMS to
determine
performance.

* improving ISMS as a
result of the
systematic review

Fig. 1 Deming cycle

With regard to ISMS in HEIs, the Deming cycle represents consecutive actions aimed at achieving the main
objective, the implementation of information security within an institution (Szczepaniuk et al. 2020).

The ISO 27001 standard is organized into 14 sections, 35 objectives and 114 security controls, but not all sections
of the standard are applicable in HEIs (Rehman, Masood, and Cheema 2013). Researchers recommend the use of at least 8
sections from ISO 27001 in HEIs: asset management, human resource management, physical controls, access control,
communications control, operational control, incident management, information system control, and business continuity
(Cheung 2014; Esparza et al. 2020).

COBIT

Another standard recommended by researchers to be implemented in HEIs is COBIT. COBIT is a strategy that
applies IT Governance and is classified into 4 areas: Planning and Organization, Procurement and Implementation, Delivery
and Support, Monitoring and Evaluation (Wolden, Valverde, and Talla 2015).

COBIT's control objectives refer to policies, procedures, practices and organizational structures that ensure the
organization's objectives, as well as to prevent or detect any unexpected events (Khther and Othman 2013). COBIT includes
34 IT processes and 13 control objectives. Each process contains a RACI diagram (Khther and Othman 2013), which shows
the role of each process in a managerial activity. The activities are identified from the control objectives and have a detailed
structure.

Business
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Information Q IT Resources
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Fig 2. COBIT framework principle
(Khther and Othman 2013)

As COBIT controls are mainly focused on achieving organizational objectives, it is further necessary for the
security model to comply with the controls of the ISO 27001 standard, in order to ensure an optimal level of cybersecurity.
Within the HEIs, it is recommended to use COBIT to verify the maturity level of the model used (Yustanti et al. 2018) and
to evaluate IT processes (Khther and Othman 2013).
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ITIL

The ITIL framework is presented as an association between different practices and information technology services
for better management of IT services (Suwito et al. 2016). Services are characterized as a means of providing value to
customers without increasing security risks or cost. ITIL is a bookstore containing a set of 5 books and 34 processes that
describe different phases of implementation and provide a systematic approach to IT Governance, operations management
and control of IT services (Gérvalla, Preniqi, and Kopacek 2018).

As in the case of COBIT, it is recommended to use the ITIL framework combined with the ISO 27001 standard, in
order to integrate the security practices recommended by ISO 27001 in providing the best practical process management
services recommended by ITIL. This will reduce the cost of maintaining an acceptable level of security, provide effective
risk management and reduce security risks at all levels (Suwito et al. 2016).

Although it would appear that these 3 frameworks contain identical instructions, the implementation requirements
are still different, which drastically affects the effect of implementation, especially the required budget. Therefore, before
using any of the listed frameworks, it is necessary to clarify the implementation costs, which are usually limited within the
HEIs.

ISO 27001 is the most widely used security standard internationally, so it can be concluded that it is the easiest to
implement, recognized and implementation costs are lower than ITIL and COBIT, ISO 27001 is like English, has a proven
international value.

2.2 RECOMMENDED TECHNIQUES FOR RISK MANAGEMENT IN HEIS

Risk management includes coordinated activities to lead and control an organization in terms of cyber risk (ISO/IEC
27000: Information technology — Security techniques — Information security management systems — Overview and
vocabulary 2018). Cyber risk can be defined as a security event that exploited a vulnerability in the information system and
caused the threat (Wangen, Hallstensen, and Snekkenes 2018; Ulven and Wangen 2021). An information security event is
an identified occurrence of a system, service, or network condition that indicates a possible breach of information security
policy, or failure of controls, or a previously unknown situation that may be relevant to security (ISO/IEC 27000:
Information technology — Security techniques — Information security management systems — Overview and vocabulary
2018) and has a impact and a likelihood (Wangen, Hallstensen, and Snekkenes 2018). At the basis of information risk
analysis is the process of identifying threats (Szczepaniuk et al. 2020), threats are defined as "any phenomenon (process,
event), undesirable in terms of undisturbed operation of a system" (Szczepaniuk et al. 2020).

A holistic approach to cybersecurity management in HEIs is essential because it provides an overview of all
resources that need to be protected. Risk assessment methods should take into account the dependencies between resources
that assist university electronic services (Hariyanti, Djunaidy, and Siahaan 2018), so the methods must be able to adapt and
be dynamic and appropriate for the university environment. As electronic services are constantly changing, risk factors are
changing (Harkins 2016) and affecting the value of university activities (Rojas and Lesmes 2016).

Following the study, it was identified that the main recommended models for risk management in HEIs are: ISO
27005, OCTAVE and OCTAVE Allegro (Alexei, 2021).

1S0 27005

The standard ISO 27005 is part of the ISO 27000 family of security standards. It is the standard underlying risk
management, which must be achieved before the creation and implementation of an ISMS, according to ISO 27001.

ISO 27005 addresses security risks from the perspective of information assets, defined as any asset that has value
to the organization and requires protection (ISO/IEC 27000:2018, 2018).

According to ISO 27005 (ISO/IEC 27005: Information technology — Security techniques — Information security
risk management 2018), all information assets should be classified as primary assets and support assets. The primary assets
are all academic processes and information, and the assets: hardware, software, network and communications, personnel
and infrastructure, are support assets (Asosheh, Hajinazari, and Khodkari 2013).

OCTAVE

The OCTAVE model is implemented in university activities to reduce the risk of cyber threats, by identifying the
causes that make the university system vulnerable (Joshi and Singh 2017). OCTAVE contains specific activities, performed
in 3 phases (Joshi and Singh 2017; Das, Mukhopadhyay, and Bhasker 2013). The first phase is to identify the weaknesses
of the system, dynamically (for each new technology the risk is assessed). In the second phase, the risk score is calculated,
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an important resource in this regard is the Common Vulnerability Scoring System (CVSS) (Singh Umesh Kumar and Joshi
C. 2016), to validate the vulnerability that can be exploited. The final step is to create a security risk remediation plan and
recursive risk assessment activities (Joshi and Singh 2017).

OCTAVE Allegro

OCTAVE Allegro has been recommended by researchers because it allows for a more comprehensive assessment
of the operational risk environment in order to produce better results without the need for extensive knowledge of security
risk assessment (Suroso and Fakhrozi 2018). It focuses mainly on information assets in the context of how they are used,

where they are stored, processed and transferred, as well as extended to threats, vulnerabilities and any disruption (Hommel,
Metzger, and Steinke 2015).

2.3 SECURITY FRAMEWORK IMPLEMENTATION PHASES

Having a security framework focused on university processes, it is necessary to know the stages of its
implementation. The security framework can be very well structured, but if implemented incorrectly, it could cause serious
harm to organizations instead of benefits.

Following the study, the recommended common steps for the implementation of the security framework within the
HEIs can be defined. According to the classification of implementation stages in public organizations, made by Szczepaniuk
E and others (Szczepaniuk et al. 2020), there are 6 stages of implementation of security frameworks in public organizations:
defining security policies, defining purpose, security risk assessment, risk management, selection of controls and the
statement of applicability.

3. RESEARCH METHOD

An essential part of any research paper is the scientific method selected for the study and the tools that facilitate
the achievement of relevant scientific results. Without a strong component to produce explicitly applicable research
solutions, cyber security research faces the potential to lose influence on the research flows for which such applicability is
important (Peffers et al. 2007).

The challenge was to select a method that would allow the creation of a product, a security framework that would
contribute to increasing cyber security in HEIs in the Republic of Moldova, to solve the research problem defined above.
This premise was the basis for identifying the scientific method of Design Science Research (DSR), which is widely used
internationally, and the research results can be models, concepts or frameworks (vom Brocke, Hevner, and Maedche 2020;
Hevner et al. 2004; Baskerville et al. 2018). DSR is defined as "a problem-solving paradigm that seeks to improve
knowledge by creating innovative artifacts" (vom Brocke, Hevner, and Maedche 2020). The DSR method has been
appreciated as one of the main research methods for the engineering field (Dresch, Lacerda, and Antunes Jr 2015).

The literature identifies 6 typical stages of the DSR project: problem identification and motivation, definition of
objectives for solution, design and development / design of the artifact, demonstration, evaluation, followed by
communication of results (Peffers et al. 2007; Chandra Kruse, Seidel, and vom Brocke 2019; vom Brocke, Hevner, and
Maedche 2020). Figure 3 shows the actions performed according to the DSR steps for CSCF development.

2. Definition of
objectives for
solution
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Fig 3. CSCF development on DSR stages
A. Problem identification and motivation

Higher Education Institutions in the Republic of Moldova are not certified with any security standards and have
not implemented a comprehensive cybersecurity framework, such as an Information Security Management System, which
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is recommended by ISO 27001, or another cyber security framework. Although it provides a variety of digital educational
services.

B. Definition of objectives for solution

The result of this type of research, as mentioned above, is an artifact that solves a problem in the field, in this case,
it will achieve the purpose of this research paper, also known as the concept of solution, which must be evaluated by criteria
of value or utility (Dresch, Lacerda, and Antunes Jr 2015). The value criteria according to which the CSCF artifact can be
evaluated are reflected in Table 1.

Table 1. Value criteria of CSCF artifact

Nr | Criterion Arguments
1 Target group | Contain controls corresponding business processes in academia
oriented
2 Implementation The artifact must determine the main steps after which the cybersecurity framework will be
phases implemented within the HEI
3 Predefined roles The roles of staff involved in the implementation of cybersecurity in HEIs must be clearly
defined, in order to know the responsibilities of the post and to designate the owners of critical
assets.
4 Risk management | In order to increase the effectiveness of the security framework, it is necessary to identify the

real risks, related to the critical assets and the threats that may affect them. To assess the
impact of risks.

5 Efficient The efficiency of the artifact depends directly on how well it is understood by HEI specialists,
who are going to implement it. How clearly the objectives, purpose and implementation
phases were defined.

6 Scalable It can be implemented in any institution, regardless of its size and the complexity of the
services it provides
7 International To comply with the Bologna Process, which is being implemented in Moldovan universities.
importance Subsequent certification of institutions with an international standard is an appreciable
objective.

C. Design and development

The development of the CSCF artifact was based on the knowledge gained from the review of the literature, the
result of which showed that researchers recommend for implementation in HEIs the standard ISO 27001, because it has a
proven value over time and satisfies the value criteria of point B. The challenge was to determine how ISO 27001 controls
could be implemented, being generic. Thus, it was established that the development of the CSCF artifact should be achieved
through the synergy of ISO 27001, ISO 27002 which is a guide used to implement information security standards and IT -
Grundschutz Kompendium, which is a German technical guide containing the tools necessary for the implementation of
security controls. ISO 27005 has been used to achieve risk management, through interdependencies between the university's
business processes and supporting assets.

D. Demonstration

Stakeholders from universities and experts in the field of cybersecurity in the Republic of Moldova were contacted
via email. Online sessions were held to demonstrate how CSCF artifact can be implemented in HEIs.

E. Evaluation

The qualitative method of evaluating the artifact was used, through several Delphi rounds, which allowed obtaining
the evaluation through empirical evidence (feedback from experts and specialists in the field) and evidence proven by
applying the international standard ISO 27001. The qualitative approach facilitates a better understanding of the perceptions,
beliefs and attitudes of the participants in the philosophical interpretive study of information systems (Myers and Newman
2007). The qualitative method allows to understand the context of a solution, including based on the comments made by
HEIs specialists.
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Thus, for the initial evaluation, the CSCF artifact was presented to the experts for evaluation, a great value
representing the recommendations given by the experts. Subsequently, for empirical evaluation, the CSCF artifact was
presented to HEIs stakeholders. The post-implementation feedback will be presented after the CSCF artifact will be
implemented for a certain period of time in the HEIs of the Republic of Moldova.

F. Communication of results

The communication of the results took place through the publication of scientific articles and participation with
communiqués at national and international conferences. Thus, the criteria according to which the CSCF artifact was
developed, the novelty of the product and how it will have an impact on the increase of cybersecurity in the HEIs will be
exposed. The CSCF artifact was presented to both the technology-oriented and the management-oriented public.

4. RESULTS

The approach to cybersecurity as a system requires a holistic approach, an overview, not a segmented one
(Szczepaniuk et al. 2020), because security is interdisciplinary and does not necessarily refer only to information systems,
but involves applicable law, organizational structure and other aspects that may influence this process.

The CSCF artifact is a cybersecurity management system focused on academic activities. The main purpose of the
CSCF implementation is to increase cybersecurity in HEIs in the Republic of Moldova.

4.1 CSCF ARTIFACT DESIGN

The conceptual framework takes into account the mission of the organization, the academic institution in this case,
and ensures the provision of electronic services respecting the three principles of security: Confidentiality, Integrity and
Availability.

The IPO (Input, Process, Output) model (MacCuspie et al. 2014) was used to model the preliminary conceptual
framework, the result obtained is reflected in figure 4.
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Fig 4. Preliminary conceptual framework

The inputs will influence the processes. The outputs are the goal to be achieved, each stage indicates the life cycle
of the proposed conceptual framework.

To operationalize the conceptual framework described above, the Deming cycle will be used to continuously
increase the quality of the security framework (Disterer, 2013), due to the dynamic nature of cybersecurity and the
mandatory iterative nature of a cybersecurity management system. The application of the Deming cycle emphasizes the
need for process guidance, as well as the integration of operations planning and constant verification of implementation in
line with planning (Haufe et al. 2016).

As mentioned above, the conceptual framework for cybersecurity will be proposed through the synergy of the
following international standards:

- ISO 27001 - which will support the creation of the CSCF;

- ISO 27002 - for the implementation of the CSCF, represents the code of practice for security controls and a good

support for ISO 27001;

- ISO 27005 - for the management of security risks in HEIs;
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- IT-Grundschutz-Kompendium for technical support.

Conceptual framework processes modeled using the IPO method, the four dimensions of the Deming cycle, and
the recommendations of international organizations were applied to determine the design of the CSCF. Framework

implementation stages in Moldovan HEIs is reflected in Figure 5.
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Fig 5. CSCF implementation stages
4.2 CSCF ARTIFACT DEVELOPMENT

CSCEF is designed to be a valuable resource and support for Moldovan universities that will implement their own
security concept, aligned with the specifics and activities of HEIs, supported by research results, empirical study and
international standards. This section will analyze and set out as explicitly as possible these important issues that will result
in an increase and a comprehensive approach to cybersecurity, so that the results of this research can be reproduced and put
into practice by stakeholders.

4.2.1 Administration approval

The approval of the administration in the university environment of the Republic of Moldova refers to the Senate
of the Institution, the supreme governing authority, which consists of the President of the Senate, Secretary and Senators.
At this stage, the preliminary goal and organizational priorities are set (Asosheh, Hajinazari, and Khodkari 2013). The main
goal for implementing a concept of security in universities is the comprehensive approach to cybersecurity, based on
existing reasoning, that it is more cost effective to protect properly than to recover in the event of a disaster, whether it is
intentional or not. An additional argument is the provisions of the National Strategy for Information Security of the Republic
of Moldova, for the period 2019-2024, which identifies as the main problem for ensuring information security, the lack of
information security management systems at the national level (RM Parliament, 2018).

According to ISO 27001, the organization, which aims to implement a cybersecurity framework, must constantly
allocate resources "for the establishment, implementation, maintenance and continuous improvement” (ISO/IEC 27001,
2013). The allocation of the necessary resources refers to: human resources, financial resources, information resources,
necessary infrastructure.

4.2.2 Context establishment

In order to develop CSCF, the academic institution must define the purpose of implementing the security
framework, identify business processes and support assets.
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According to ISO 27001, the HEI must identify external and internal issues (Disterer 2013), which are relevant to
its purpose (ISO/IEC 27001: INFORMATION SECURITY MANAGEMENT 2013). In order to analyze the internal
problems faced by the HEI, it is necessary to take into account: the strategy and objectives of the organization, business
processes and support assets, national / international contracts and derivative relations, intellectual property and research
results, physical infrastructure and environment, information systems and media used.

This can define the following internal issues: manipulation of personal data, breach of confidentiality, unauthorized
access to assets containing sensitive data of the organization, financial losses, interruption of basic activities (courses,
exams, inability to enroll in studies), interruption of services, disruption of internal operations and with third parties,
financial costs associated with loss of staff, replacement of equipment, value of research, loss of assets, loss of competitive
advantage.

External issues cannot be controlled by HEIs, and the following issues need attention: higher-level laws and
regulations (state, governmental), socio-cultural and natural environment, financial and macroeconomic, technological.

Depending on the structure and size of the HEI, for the implementation of the CSCEF, it is necessary to form a team
responsible for the implementation and control of the concept of cybersecurity, consisting of the Information Security
Officer and other members. The ISO 27001 standard requires regular and mandatory qualifications of the Information
Security Officer, who can be recruited both from university staff and from outside, as long as there are documents attesting
the qualification required to hold this position.

Security policies

Security policy reflects the attitude of HEI management towards cybersecurity. The main objective for the
implementation of security policies, according to ISO 27002, is to provide management direction and support for
information security in accordance with relevant business requirements, laws and regulations (ISO/IEC 27002: Information
technology — Security techniques — Code of practice for information security controls 2013).

The analysis of university websites in the Republic of Moldova revealed that academic institutions have published
the GDPR Policy, but there are no general or specific security policies, as confirmed by the results of the author's survey
involving 9 stakeholders from the most large higher education institutions in the Republic of Moldova, of which only 22.2%
stated that they have internal security policies.

According to several researchers (Ghazvini, Shukur, and Hood 2018; Flowerday and Tuyikeze 2016) the way in
which security policies are developed and implemented remains uncertain, which is a shortcoming of this stage. The content
of security policies also differs, creating uncertainty about the content.

It is recommended for the development of security policies in academic institutions in Moldova to follow the
following steps, reflected in Figure 6.

L Pre-development J Development l L Implementation |

. \
« Team identification, division of tasks and h * Document content: ) ( * Publication of the security policy for )
responsibilities: « Analysis of the provisions of the security informing the members of the academic
« ICT Department standards 1SO 27001 and ISO 27002 |nst|tut.|on:
o HR * Selection of security policy components * Website
o Jurist * Security policy design . Intranfet
« Users delegated from different faculties * Content review h E-mail )
 Security policy approval: e Printed version
« - Security policy review by experts * Security policy monitoring and

* Determining the needs of the institution:
« |dentify security requirements

* Evaluation of existing policies and regulations
in the institution

maintenance:
* Update security requirements
* Assessing the effectiveness of security policy

* - University Senate Records

\ ) /’ N /// \\ /

— N _

Fig 6. Generic framework for security policies development in HEIs

It is recommended that the security policy as well as the specific security policies be established in accordance with
the structure reflected in Table 2.

Table 2. The structure of security policy

Key items Justification (According to the provisions of the ISO 27002 standard)
Title General or specific: control access, backups, BYOD, etc.
Version and authors It will include all existing versions of the respective security policy, the date of the
changes, the responsible person
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Goal

Describes the expectations of the administration of the institution as a result of the
implementation of the policy and the problems that will be solved

Scope and boundaries

Describe the area to be covered by the policy, such as: access control, security of
communication, acceptable use, etc .; to whom that security policy is addressed

Presentation

A brief description of cybersecurity issues, which may include threats, vulnerabilities
and risks specific to the field of education

Security policy requirements

Describe in detail, as clearly and explicitly as possible, the requirements of the institution

Roles and responsibilities

Defines who is responsible for violating security policy requirements and where security
incidents can be reported

Related documents

Describe other relevant policies (if any) that may help minimize security issues and
incidents, or links to additional support

4.2.3 Scope and boundaries of CSCF

The need to reflect a generic reference architecture specific to the university environment on the one hand provides
an overview of the typical functionality (Pddkkonen and Pakkala 2015) of academic activities, and on the other hand
supports the creation of architectures for each institution (Angelov, Grefen, and Greethorst 2012), which aims to implement

a security concept.

The empirical study facilitated the creation of a generic reference architecture specific to the university environment
in Moldova, obtained from semi-structured interviews with university network administrators reflected in Figure 7.
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Fig 7. The reference architecture of HEIs in Moldova

academic business processes allowed the development of the CSCF artifact oriented

towards the university environment, in order to satisfy the Target Group Oriented criterion. Business processes can be
defined as "sets of interconnected tasks that lead to the creation of a product or service" (Ivanov et al. 2011). Basic university
business processes are education and research. The CSCF will only consider the components of the education process, as it

also includes the research aspects,

the results are exposed in the table 3.

Table 3. Academic business processes

| Academic business processes

| Description |
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Common academic services Network infrastructure
Stationary workstations (Laboratories)
Mobile workstations or BSOD
Remote work (VPN, WLAN)
Centralized services:
- website
- virtual servers
- centralized access control,
- user identification and authentication
- email services
- file services
Admission to Studies - application process
- preliminary examination
- the approval processes
- generate notifications
- final approval
- deletion of the applicant's data
IT infrastructure for students - laboratories with specialized equipment
- video conferencing applications
- online learning platforms
Online examination - creating exam questions
- creating the evaluation test
- attendance control
- exam evaluation
- notation in the dean's office system
- publishing / announcing test results, archiving the results
- creating backups
- creating the archive
- creating the paper archive
- verification of information
University Management System - administration of the student's entire
academic career,
- results of examination sessions,
- contract and study agreement
- electronic register
- anti-plagiarism system for students,
- additional fees,
- holiday order,
- employee pay slips,
- orders and regulations, university news

This list is not exhaustive, other university activities can be excluded / included, depending on the spectrum of
electronic services provided by HEI, thus supporting the scalability criterion of CSCF.
Depending on the protection requirements, the recommended security controls are proposed to be classified into:
- Basic (mandatory) security controls required to be mandatorily implemented by any HEI that
creates a security concept;
- Standard security controls for institutions aimed at certification with ISO 27001 or another
security standard.

4.2.4 Risk management

In order to support the criteria of International Importance and Risk Management, it is recommended to use the
ISO 27005 standard, due to its international importance and because it is a direct support for the implementation of ISO
27001, a standard selected as a reference for creating the CSCF artifact. Risk management includes coordinated activities
to manage and control an organization in terms of risk (ISO/IEC 27000:2018, 2018.).

45



Scientific and Practical Cyber Security Journal (SPCSJ) 6(1): 35-52 ISSN 2587- 4667
Scientific Cyber Security Association (SCSA)

Cyber risk can be defined as a security event that exploited a vulnerability in the information system and caused
the threat (Wangen, Hallstensen, and Snekkenes 2018; Ulven and Wangen 2021). An information security event is an
identified occurrence of a system, service, or network state that indicates a possible breach of information security policy,
or a failure of controls, or a previously unknown situation that may be relevant to security (ISO/IEC 27000:2018, 2018)
and has a impact and a likelihood (Wangen, Hallstensen, and Snekkenes 2018; ISO/IEC 27005: Information technology
— Security techniques — Information security risk management 2018). The basis of information risk analysis is the process
of identifying threats (Szczepaniuk et al. 2020), which are defined as "any phenomenon (process, event), undesirable in
terms of undisturbed operation of a system" (Szczepaniuk et al. 2020).

As previously stated in this research paper, a holistic approach to cybersecurity management in HEIs is essential
because it provides an overview of all resources that need to be protected. Risk assessment methods should take into account
the dependencies between the resources that assist university electronic services (Hariyanti, Djunaidy, and Siahaan 2018),
so the methods must be able to adapt and be dynamic and appropriate for the university environment. As electronic services
are constantly changing, risk factors are changing (Harkins 2016) and affecting the value of university activities (Rojas and
Lesmes 2016).

From the considerations presented above, a new approach to risk management is proposed in terms of university
business processes, because they are limited in number, versus the impressive number of support assets, and the assessment
of security risks in terms of business processes supports the holistic approach to cybersecurity in academia. Thus, when
designing a new business process, security risks are taken into account, this new concept is called "risk conscious business
process management" (Ahmed and Matulevi¢ius 2014; Khanmohammadi and Houmb 2010; Jakoubi et al. 2010).

Another problem that can be solved by addressing the security risks associated with business processes are the
information assets in the Cloud and the services provided by third parties, which make the identification of information
assets a very difficult process (Hariyanti, Djunaidy, and Siahaan 2018).

The ISO 27001 standard does not stipulate the obligation to implement a risk register, but such an approach will
allow to comprehensively address the security risks, in which all the data related to the risks, impact, likelihood and controls
that are already in place will be systematized implemented to change the risk. This hypothesis has been confirmed by other
researchers (Haji, Tan, and Costa 2019) and international best practices (ISACA Germany Chapter, 2017). The risk register
can serve in the case of certification as a mandatory document, namely the Risk Assessment Report. The model proposed
by me, which can be used for the holistic approach in the risk assessment process is presented in figure 8.

SECURITY RISKS REGISTER
Department: Risk Assessment Manager: Approved by:
Business process: Member RA 1:
BP location: Member RA 2: Signature Referenc
Date: Member RA 3: Name: e No.
Version: Member RA 4: Position:
Scheduled review: Member RA 5: Date:
Identifying threats / vulnerabilities Risk t Risk control
Asset category SUBBSS Threat's ./. Risk ID | Impact |Likelihood L3k Rl.Sk [mplemented | - Asset Comments
assets Vulnerabilities value options controls owner
Hardware
Software
Network and
communications
Personell
Infrastructure
Fig 8. Risk Register

A very important document for HEIs, which aims to be certified with ISO 27001, or which want to verify the level
of compliance of the security controls implemented with Annex A of the ISO 27001 standard, is the Statement of
Applicability, which identifies the applicable controls. A recommended pattern is shown in Figure 9.
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Clause Annex A Anexa A ISO 27001 A . R
Control Description |Applicable) Justification Reference Control Status
1SO 27001 Control
A.5 Information Security Policies
A.5.1.1Policies for A set of information
Information Security security policies must be i o .
! Security policy is required to
defined, approved by X .
. inform employees / students and |General security
management, published |Yes . . R . . Done
X third parties about HEI's attitude |policy
and communicated to . X X
towards information security
AS5.1 employees and relevant
" third parties.
Management - - -
S A.5.1.2 Review of the Information security

direction for L. . . .

. . policies for information |policies need to be

information N X i i i i

security security reviewed at planned Updating security policy Information about

intervals or when objectives and requirementsis  [the date and person
changes occur to ensure |Yes necessary due to the dynamic responsible for In process
their continued environment specific to reviewing the
compliance, university services security policy
compatibility and
effectiveness.

Fig 9. Statement of Applicability

The final step is to implement the Risk Treatment Plan (RTP). Security controls for risk management, according to
ISO 27005, can be taken from any source [37], the only condition is that they align with Annex A of ISO 27001 [4] and the
Statement of Applicability of the academic institution. CSCF security checks are recommended to be retrieved from the IT
Grundschutz Kompendium, which is a German-German guide, updated annually with recommended technical checks. The
proposed model for the Risk Treatment Plan is reflected in Figure 10.

Risk Treatment Plan

Department: Responsabil RT:
Member RT 1:
Member RT 2:
Member RT 3:
Member RT 4:
Member RT 5:

Approved by:

process:
BP location:
Date:

Version:

Signature

Name:

Position:
Date:

Scheduled review:

Compliance

Common
with ISO 27001

Threats /
Vulnerabilities

Support
assets

Specific Threats /

Vulnerabilities Comments

Security Controls

Implemented
Standard
Yo
es Controls

Asset category

Implemented

Basic

Yo
Controls ©

Hardware
Software
Network and
Communication
Personnel
Infrastructure

Fig 10. Risk Treatment Plan

An important role is played by the owners of university business processes, in order to identify an effective and
real risk-oriented Risk Management Plan, because they know best the business process support assets, which was the basis
of the decision to interview HEIs stakeholders.

4.2.5 CSCF project

According to ISO 27003 (ISO&IEC, 2010), which provides clear guidance for implementing the security
management system in an organization based on ISO 27001; the whole procedure by which the organization adopts a
concept of cybersecurity must be carried out as a project.

The project represents the CSCF plan, which will include the organizational structure of the HEI and the required
documentation, which demonstrates the concept's compliance with the reference standard (Asosheh, Hajinazari, and
Khodkari 2013).

Once the CSCF has been implemented, it is necessary to regularly monitor all processes in order to ensure the
compliance, compatibility and efficiency (ISO/IEC 27001: INFORMATION SECURITY MANAGEMENT 2013) of
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security controls. An important role is played by the internal audit, which aims to identify the CSCF's compliance (Cheung
2014) with the organization’s requirements for cyber security and with the requirements of the international standard.

The results of the internal audit can be finalized by updating the security controls that have proven to be ineffective
or by updating the security policies for those areas that are not covered.

The involvement of university top management in the design and implementation of the concept of cybersecurity
is the key to successful IT governance.

5. DISCUSSION

Increasing cybersecurity in Higher Education Institutions by implementing a conceptual framework that represents
the synergy between international standards in the field, such as: ISO 27001, ISO 27002, ISO 27005; and best practices
developed by the Information Systems Audit and Control Association (ISACA) (ISACA Germany Chapter, 2017), will
ensure the success of the implementation and the effectiveness of the security framework focused on the academic processes
of HEIs in the Republic of Moldova.

The identification of university business processes, specific to Moldovan universities and the author's
recommendations related to the stages of implementation of the conceptual framework, will be an important resource for
any Moldovan university that wants to implement a security concept. The resulting CSCF artifact is a practical guide
according to which Higher Educational Institutions that have already implemented certain provisions of ISO 27001 will be
able to assess their level of compliance, and those institutions that have not yet implemented, will be able to use it as a guide
to secure their assets.

6. CONCLUSION

The current trends of HEIs in the Republic of Moldova are to provide quality studies that meet the standards of
academic institutions around the world. Thus, in recent years a revolutionary evolution can be attested, through the
implementation and use of learning platforms, university management systems or platforms for online examination.
Migration from the traditional to the electronic environment has added value to academic processes on the one hand, and
on the other hand has significantly increased cyber risks.

Thus, the need to implement a cybersecurity framework that reduces information risks increases over time. This
scientific paper identified as a research problem: "the lack of a cybersecurity framework focused on academic processes in
HEIs in the Republic of Moldova, which could be used as a reference framework", problem also defined in the Information
Security Strategy for 2019-2024 (RM Parliament, 2018), adopted by the Parliament of the Republic of Moldova. So, the
aim was to develop a Cyber Security Conceptual Framework, which can be used to implement a security concept.

The DSR scientific method was selected to develop the conceptual framework due to its potential to contribute to
encouraging the innovation capacities of organizations, as well as to contribute to the sustainable transformation of society
(vom Brocke, Hevner, and Maedche 2020; Watson, Boudreau, and Chen 2010), but especially because the finality of the
processes DSR is an artifact that solves a problem in the field. DSR projects must offer both intellectual merit in creative
design and extended impact in the field of application through original solutions to the research problem (Hevner et al.
2004; Baskerville et al. 2018). The analysis of the business environment and the derivation of the specific needs to be solved
build the starting point of a DSR project.

Based on the above, CSCF was created by analyzing the academic processes of HEIs in the Republic of Moldova,
the specific needs, which were identified by empirical study, conducted by a survey completed by HEIs stakeholders and
by semi-structured interviews to identify support assets of university business processes.

The selection of the ISO 27001 standard, as a reference standard, is argued by the international importance it
demonstrates, but also as a result of the review of scientific articles from the last 10 years. The Bologna Process,
implemented by all HEIs in the Republic of Moldova, also recommends the implementation in academic institutions of
standardized practices or those with recognized international value.

Identifying the key processes and phases of CSFC implementation in the university environment would increase
the cybersecurity of HEIs. Patterns for mandatory documents, according to the ISO 27001 standard, which must be held by
the institution, have been proposed.

However, the author does not state the completeness of the proposed framework, and future research directions will
focus on the completeness and refinement of the processes of the Cyber Security Conceptual Framework.

The results of the research presented in this paper have significant practical and research contributions.

The practical contribution refers to the Cyber Security Conceptual Framework, oriented on the academic processes
of the universities of the Republic of Moldova, in which concrete actions are proposed, focused on the needs of the
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researched environment. The practical contribution also solves a national problem, defined in the Information Security
Strategy for 2019-2024 of the Republic of Moldova.

Being a pioneer in this field in the Republic of Moldova, I dare to hope that the results of this project will increase
the cybersecurity of HEIs in Moldova. With the growth of academic electronic services, the need to implement the concept
of security will be growing, and the CSCF artifact will be a valuable guide.

Due to the international standards, used as a reference for the proposed framework, CSCF will be able to be
implemented by other academic institutions, outside the country, the academic processes are similar.

There are not many studies in the field of research that reflect how cybersecurity can be enhanced by HEISs, so this
paper will add value. The analysis of scientific papers published by researchers in the Republic of Moldova, focusing on
the cybersecurity of universities, apart from the articles previously published by the author, showed, that there are no other
studies, so important contributions are made to the knowledge base.
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