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Abstract

The purpose of the thesis: The purpose of the master's thesis is to identify the objectives and basic
principles for the development of a national cyber security governance strategy. In a constantly changing
environment of cyber security vulnerabilities and threats that tend to evolve given the digitalization of the
Republic of Moldova, it is essential to analyze the reality and develop a general cyber governance strategy

that would ensure a general level of national security.

Thesis structure: Introduction, 4 chapters, conclusions, 11 images, 19 bibliographic sources, 53

pages of basic text.

Chapter I: In the first chapter we analysed the general field of cyber security, with reference to
current threats and vulnerabilities, the analysis of the objectives and principles of elaboration of a national

cyber security strategy based on the existing specialized literature.

Chapter II: In Chapter Two, we analysed the legislative and regulatory framework for cyber security
in the Republic, analysed and described the national cyber security strategy currently applied to ensure by
2024 an action planon security and digitization of services. We also assessed and described the main actors
that ensure national cyber governance as a complex mechanism of action and the opportunities and

challenges that the state faces in implementing a national CERT.

Chapter I1I: Chapter 3 contains an analysis of cyber governance models in Estonia, Israel, and
Romania. This study made it possible to identify generic action models applicable to any state in their desire

to strengthen effective cyber governance for the future.

Chapter IV: Chapter 4 provides a possible model of cyber governance for the Republic of Moldova
based on needs, available resources and good practices accumulated from the analysis and synthesis of pre-
existing models in neighbouring countries. This chapter summarizes the research efforts of previous

chapters to define more effective future governance for the threats that follow.

Keywords: cyber governance, cyber security vulnerabilities, cyber security threats, national strategy,
CERT.



Rezumat

Scopul tezei: Scopul tezei de master este de a identifica obiectivele si principiile de baza pentru
elaborarea unei strategii nationale de guvernare a securitatii cibernetice. Intr-un mediu in continua
schimbare a vulnerabilitatilor si amenintarilor de securitate ciberneticd care tind sd evolueze dat fiind
digitalizarea Republicii Moldova, este esentiala analizarea realitatii si elaborarea unei strategii generale de

guvernanta cibernetica ce ar asigura un nivel general de securitate nationala.

Memoriu explicativ: Introducere, 4 capitole, concluzii, 11 imagini, , 19 surse bibliografice, 53

pagini text de baza.

Capitolul I: Tn primul capitol am analizat domeniul general al securititii cibernetice, cu referire la
amenintdri si vulnerabilitdti actuale, analiza obiectivelor si principiilor de elaborare a unei strategii

nationale de securitate ciberneticad reiesind din literatura de specialitate existenta.

Capitolul II: Tn cadrul capitolului doi, am analizat cadrul legislativ si normativ aferent securitatii
cibernetice in Republicd, am analizat si descris strategia nationald de securitate cibernetica aplicata la
moment pentru asigurarea pana in 2024 a unui plan de actiuni privind securitatea si totodata digitalizarea
serviciilor. De asemenea am evaluat si descris actorii principali ce asigura guvernanta cibernetica nationala
ca mecanism complex de actiune si oportunitatile si provocdrile cu care se confrunta statul laimpleme ntarea

unui CERT national.

Capitolul III: Capitolul 3 contine o analizd a modelelor de guvernare cibernetica in Estonia, Israel
si Romania. Acest studiu a permis identificarea unor machete de actiuni generice aplicabile pentru orice

stat in dorinta lor de a consolida o guvernare ciberneticd eficienta pentru viitor.

Capitolul IV: Capitolul 4 oferd un model de guvernare cibernetica posibila pentru Republica
Moldova reesind din necesitati, resurse disponibile si bune practici acumulate din analiza si sinteza unor
modele preexistente 1n tarile vecine. Acest capitol insumeaza eforturile de pe urma cercetarii desfasurate in
capitolele anterioare In scopul definirii unei guvernante viitoare mai eficiente pentru amenintdrile ce

urmeaza.

Cuvinte-cheie: guvernare cibernetica, vulnerabilitati de securitate ciberneticd, amenintari de securitate

cibernetica, strategie nationala, CERT.
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INTRODUCTION

Today we are more connected than ever. The cyber sphere has expanded exponentially and
technologies such as the cloud and IoT have made us more dependent on the internet. Being connected is a
part of being competitive. This holds true for nations and businesses of all sizes and nature. Security has
always been a huge concern for organizations. It was crucial even in the days of punch cards and manual
filing of data in hard-copy format. A single lost file back in those days could cost a lot. Today, however,

the stakes are even higher. With the increasing frequency of cyber-attacks, the cost has also taken a hike.

Recent reports reveal that the cost of a single cyber breach is around $84,000 to $148,000 for a
small business. This doesn’t even include the cost of remediation and recovery. Add the loss of customer
trust, and the damage is irreparable. With a blow that huge, it is no surprise that 60 percent of these
companies go out of business within six months after a cyber-attack. A single breach can prove fatal for

your business, and therefore, prevention is the best strategy.

Trends like BYOD and loT are becoming crucial for a productive environment. These disruptive
technologies and trends bring numerous benefits — but since they involve connecting various devices to
the network, they may also serve as entryways for hackers and attackers. These technologies may only
prove effective in a secure environment. Without proper cybersecurity system and policies in place,
potential network threats might multiply with the number of devices connected to the network.

Cybersecurity has become such a crucial concern that even the government has become more
involved in the matter. Over the past year, numerous important regulations and legislation were passed,
especially following the attacks on major corporate giants such as Facebook and Deloitte. Ironically, the
latter is one of the leading cybersecurity consultants in the world. GDPR, introduced by the EU, is one of
the prime examples of governments playing their role in fortifying cybersecurity. These regulations force

businesses to take security more seriously and invest more time and money on securing data and systems.

Tighter regulations mean it will soon become impossible for any business to operate, let alone
survive, without prioritizing cybersecurity. With an increasing number of cyber threats that are also
becoming more sophisticated by the day, cybersecurity is the need of the hour. Any small business is just
one breach away from a complete shutdown. And for a larger corporation, there is much more at stake than
money.
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