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ANALYSIS OF SECURITY FRAMEWORKS IMPLEMENTED IN HEI’s

Abstract. With the increasing use of new information technologies in the activity of HEIs, the need
to protect information has emerged. Information security addresses several issues, not just IT.
Therefore, in the meantime, it has become mandatory to implement security frameworks that
address cyber security as a complex process. Internationally, there are several standardized
security frameworks, such as: 1SO27001, NIST, COBIT, ITIL, PCI DSS. The purpose of this
scientific article was to use grounded-theory method to review scientific journal publications and
conference proceedings to identify those security frameworks that are recommended by
researchers.
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Introduction

Information security in HEIs (Higher Education Institutions) has been
increasingly affected in recent years [1]-[3]. Thus, the latest reports prepared by
large companies in the field, such as: Microsoft, Kaspersky [4], Barracuda Networks

[5], IBM & Ponemon Institute [6], attest to a considerable increase in cyber threats
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to university networks. Analyzing the data of the security reports, it can be stated
that the biggest threats to the cyber security of the university networks are: malicious
programs, DoS/DDoS attacks and phishing attacks [7]. Due to the fact that
university networks are designed to offer a wide range of services, simultaneously
for different groups of users, such as: students, staff, partners or outsiders, the
vulnerabilities to which they are exposed, increase depending on the volume and
quality of information which it manages [8]. As confirmation, serves growing
interest of hackers for HEIs who in 2020, conducted research to identify a vaccine
against Covid-19, so that European supercomputers working on Covid-19 research
in the spring of 2020, and the affected academic institutions were forced to
temporarily take their systems offline. Data centres in the UK, Spain, Germany and
Switzerland have confirmed the intrusions. The University of California San
Francisco (UCSF), in June 2020, paid $ 1.14 million in Bitcoin to recover data from
their medical school.

HEIs manage with data of big interest for cyber attackers, such as:

— Intellectual property, especially in academic institutions conducting various
health research, such as those that, in 2020, conducted extensive studies to identify
a Covid-19 vaccine.

— Personal data of students, which include various educational materials and
results of examination sessions, but also the identification code or records of bank
accounts.

According to the report by IBM & Ponemon Institute [6], the main types of
compromised registrations in 2020 are personal information (80%), which averaged
a loss of $ 150 per record and intellectual property (32%) with a loss of $ 147 per
record. If we analyse the percentage change in the average total cost for
compromised data, in Europe, the Scandinavian countries recorded the highest
increase (12.8%) in 2020 compared to 2019, followed by the United Kingdom
(4.4%). Negative trends are recorded in Germany (-4.7%) and France (-5.2%).

All of the above were to demonstrate how affected HEIs are by cyber-attacks
and to emphasize the need to implement an information security management

system (ISMS), that would focus on increasing cyber security in HEISs.
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Thus, in the following sections, an analysis of scientific articles will be
performed, indexed by such databases as: Scopus, ScienceDirect, ACM Digital
Library, IEEE and Springer, which recommend a security model that can be
implemented in HEISs, to increase cyber security.

1. Literature review

For literature review, will be used grounded-theory method recommended by
Joost F. Wolfswinkel, EIfi Furtmueller and Celeste P.M. Wilderom [9]. The authors
state that: "... this method is designed as a guide to help systematize the review
process for a more optimal outcome that contributes to theoretical progress". The
method recommends five steps for a rigorous literature review: define, search,
select, analyse and present.

It needs to define, at first, a research questions, in this case the research question
is:” What kind of security frameworks are recommended to improving cyber
security in HEIs?”

Literature review was oriented on scientific articles and international
conference proceedings, indexed in one of the following databases: Scopus,
ScienceDirect, ACM Digital Library, IEEE Xplore, Springer.

The search was performed in the following metadata: the title, the keywords

and the abstract of the scientific article; based on the keywords set out in Table 1.

Table 1
Keywords

No | Keywords

1 [Information Security] or [Information Security Management System] or [Cyber Security]
and

2 [Standard] or [Policies] or [Framework] or [Strategy] and

3 [Higher Education Institutions] or [HEI] or [Academia Institutes] or [University Campus]
or [College]

The inclusion criteria of the scientific articles were:
— IC1: Studies that include research on security standards/frameworks
—1C2: Studies that include the protocol for implementing the security

standard/framework in HEI
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—IC3: Studies presenting categories, tools or policies relevant to the
implementation of the security standard/framework in HEIs
Thus, as a result of the search, 30 scientific articles were selected from the

previously announced databases. The selected items meet the inclusion criteria.

Table 2

Search results

Source Applied filters Notes Nr. of selected
articles
ScienceDirect Title, Abstract, | Abstract and  citation 9
Keywords database of peer-reviewed
literature
Scopus Title, Abstract, | Abstract and  citation 7
Keywords database of peer-reviewed
literature
IEEE Xplore Title, Abstract, | Abstract and  citation 6
Keywords database of peer-reviewed
literature
ACM Digital | Title, Abstract, | Abstract and  citation 2
Library Keywords database of peer-reviewed
literature
Springer Title, Abstract, | Abstract and  citation 6
Keywords database of peer-reviewed
literature

To answer the research question, analyzing the results obtained, it can be
concluded that the standardized security frameworks recommended by researchers
are: 1SO27001, COBIT and ITIL or their combination.

The following section will describe the recommended security frameworks,
from the perspective of implementation in HElIs.

2. Discussion

Out of 30 scientific articles relevant to cyber security in HEIs, 5 researchers
recommend the use of 1ISO27001, 2 scientific articles recommend COBIT, ITIL is
recommended as a cyber security framework by one article and another article
recommends the hybrid version, which combines the 3 standards. Otherwise, most
researchers recommend their own strategies or do not analyse any framework for

increasing cyber security in HEIS.
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Table 3
Recommended security frameworks
Criterion Framework Scientific %
Paper
ISO 27001 5 16,67
COBIT 2 3,33
Security framework/standard for Information | ITIL 1 3,33
Security Management Hybrid 1 3,33
Not including 7 26,67
Own framework 14 46,67

3. Analysis of security frameworks
3.11S027001

The 1SO27001 standard is the most widely used standard for ensuring

information security, at international level [10]-[12]. According to annual reports

submitted by ISO, in education, there is a steady increase in the number of
institutions certified to 1ISO 27001, so that in 2018 internationally certified were 137
institutions and in 2019, 176 certified institutions [13]. Most 1SO27001 certified
institutions are in Japan (26), Greece (30), Italy (11), Poland (12), the Czech

Republic (11).

The 1SO27001 standard involves the creation of an information security

management system (SMSI) within institutions. For the implementation of SMSI,
1SO27001, uses the PDCA model (Planning, Implementation, Verification, Action)

[14], reflected in figure 1.

= Adopt the
change, abandon
it, run through
the cycle again

« Study the
results. What did
we learn? What
went wrong?

«Plan a change or

test, aimed at

%  improvement

Fig. 1. Plan-Do-Check-Act

« Carry out the

change or test,
preferrably at a
small scale

351




SCIENTIFIC TRENDS AND TRENDS IN THE CONTEXT OF GLOBALIZATION

Protection of corporate assets is achieved by implementing ISMS, which is
based on security risk assessment and based on CIA triad [11], [12], [15]-[17]. The
CIA triad includes: confidentiality of information, integrity of information and
availability of services [17]. As information security is not just about IT, the
1ISO27001 standard also contains specific controls for human resource management,
legal constraints and organizational management [11]. This is also due to the fact
that cyber security depends more on the human factor than on the technology used
[12], and the security threats coming from the employees of an organization are far
superior to external threats [12].

The 1SO27001 standard is organized into 14 sections, 35 objectives and 114
security controls [11]. For HEIs it is recommended to use at least 8 sections: asset
management, human resources management, physical controls, access control,
communications control, operational control, incident management, information
system control and business continuity [1], [18]. Not all sections of the standard are
applicable in HEls, as the 1SO27001 standard is aimed at non-academic and
commercial organizations [10].

Namely due to the generality of 1ISO27001 standard, it is difficult to identify
specific targeted strategy for HEIs, so empirical research could elucidate new
variables not listed by standards.

3.2 COBIT

COBIT provides effective practices and establishes cybersecurity-specific
activities in an organized and flexible structure. It enables the creation of IT control
policies and promotes best practices at the organizational level [19]. COBIT focuses
on generating a structured set of principles, such as organizational requirements, IT
resources, IT processes and the provision of information [19]. The strategy proposed
by COBIT is nothing more than a set of documents and good practices that support
a specialist, auditor or user, to assess security risks, depending on the controls
implemented and the technical problems faced by the organization [20].

COBIT is focused on risk management, as is ISO27001, but it is a strategy that

applies to IT Governance and is classified into 4 areas: Planning and Organization,
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Procurement and Implementation, Delivery and Support, Monitoring and Evaluation
[21].

Business
Requirements

drive the
invesbtments in

which responds
o

Enterprise / CoBIT
Information \_) IT Resources

<
to deliver that are

IT Processes -y

Fig. 2. COBIT framework principle [19]

According to COBIT, control objectives refer to policies, procedures, practices
and organizational structures that ensure the organization's objectives, as well as that
any unexpected event is prevented or detected [19]. COBIT includes 34 IT processes
and 13 control objectives. Each process contains a RACI diagram [19], which shows
the role of each process in a managerial activity. The activities are identified from
the control objectives and have a detailed structure.

As COBIT controls are mainly focused on achieving organizational objectives,
it is further necessary for the security model to comply with the controls of the
ISO27001 standard, in order to ensure an optimal level of cyber security. Within the
HEI, it is recommended to use COBIT to verify the maturity level of the model used
[16] and to evaluate IT processes [19].

3.3ITIL

The ITIL standard is an association between different practices and information
technology services for better management of IT services [20]. Services are
characterized as a means of providing value to customers without increasing security
risks or cost. ITIL is a library containing a set of 5 books and 26 processes that
describe different phases of implementation and provide a systematic approach to

IT Governance, operations management and control of IT services [22].
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Fig. 3. ITIL Framework [22]

The service design phase includes 8 processes: design, coordination, service
catalog management, service management, provider management, IT service
continuity, information security management, availability management and capacity
management [23]. At this stage, it is ensured that all IT units can provide quality
services, meet all the requirements of the company by aligning IT and business
needs, improving IT governance, improving service quality, improving coherence
between IT units and easier implementation of new services. There are five key
aspects of the design service [24]:

1. Designing each IT service offered;

2. Design of service management systems and tools;

3. IT design of architecture and management system;

4. Designing the necessary processes for the installation, operation and
improvement of IT services;

5. Design of measurement and metric methods.

The operation of the service helps to control and manage the risk of IT services
by using contingency plans for risk management. It ensures compliance with the
requirements of the institution and includes 7 processes: change management,

implementation management, service validation and testing, change evaluation,
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service assets and configuration management, knowledge management and
transition, planning and assistance [22], [24]. This phase contributes to the
management of changes in IT systems and aims primarily to minimize the impact of
changes in the quality of service delivery [24].

The last phase contributes to the everyday functioning of managing IT services.
It includes 5 processes: event management, incident management, problem
management and task accomplishment [21], [22]. At this stage, the performance of
the implemented services is performed and calculated. The service operation stage
can also be divided into the following categories [24]: service operation, incident
management and problem management service [22], [24].

As in the case of COBIT, it is recommended to use the ITIL standard combined
with the 1SO27001 standard, to integrate the security practices recommended by
1ISO27001 in providing the best practical process management services recommended
by ITIL. This will reduce the costs of maintaining an acceptable level of security,
provide effective risk management and reduce security risks at all levels [20].

3.4 Hybrid strategy

The hybrid strategy is supported by several studies [20], [25], as standards
evolve, the alignment of ITIL, COBIT and 1SO27001 standards, allows the
implementation of a more comprehensive information security management system.
The researchers agreed that ITIL, COBIT and 1SO27001 are the most popular
standards that can be merged and adapted to the requirements of the organization
[26]. 1SO27001 focuses on information security management, while ITIL and
COBIT focus on information security and the relationship between project
management and IT Governance [23]. One of the arguments used to combine the
announced standards is that in order to provide IT services, monitoring is the key
process. Thus, it is recommended to use COBIT, at the highest level, by establishing
a general control framework that is based on IT processes, applicable to any type of
organization. By associating [20] the processes recommended by ITIL with the
1ISO27001 controls and the general COBIT framework, specific practices covering
certain dedicated areas can be defined, the recommended association can be seen in
Table 4.
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Table 4
Combining security standards
COBIT 4.1 ITIL V3 1S027001
Service support Service Office 6.3.2 Reporting security

DSS02 Service and incident
demand management
APO011 Quality management

vulnerabilities

DSS02 Problem and Incident
Management

Incident Management

13.2.1 Establishing Liability for
Incidents and Procedures

DSS04 Problem management

Problem management

13.2.1 Establish responsibility in
case of incidents and procedures

BAIO10 Configuration | Configuration management
management
BAI106 Change management | Change management 10.5.1 Modification of control
procedures
8.2.1 Control of operational
changes
BAI106 Change | Launch Management 10.4.1 Operational Software
Management Control
10.5.2 Technical review of

operating system changes

Service delivery
APO09 Management of
service agreements

Service level agreements

4.2.2 Security requirements for
third parties

10.2.1 Management of
agreements for services provided
by third parties

APOOQ006 Budget and cost

Financial management

management

DSS04 Continuity | Continuity Management 14 Business Continuity
Management Management

BAIO4  Availability and | Capacity management 8.2.1 Capacity planning

capacity management

BAIO4  Availability and | Availability management 8.5.1 Network control

capacity management

9.5.5 Use of system utilities

Although it would seem that these 3 standards contain identical instructions,

the implementation requirements are different, which drastically affects the

implementation process, especially the budget. Therefore, before using any of the

listed standards, it is necessary to clarify the implementation costs, which are usually

limited within the HEI.

1ISO27001 is the most widely used security standard internationally, so it can

be concluded that it is the easiest to implement, recognized and implementation costs
are lower than ITIL and COBIT, 1SO27001 is like English, has a proven

international value.
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Conclusions

Own security models are recommended for implementation in HEIs, in 46% of
the scientific papers analyzed, because they can be performed in strict accordance
with institutional requirements and modeled in dependence of the budget.
International security standards, such as 1SO27001, COBIT or ITIL, are aimed at
non-academic organizations and do not contain specific HEI recommendations, and
as a result are more difficult to implement. Certification costs are also high and HEI
budgets are limited. However, when developing the security model for HEIs, it is
advisable to take into account the controls proposed by international standards, as
they have excellent controls, which have proven effective over time and are

internationally appreciated.
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